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1. System Requirements

1.1. Server System Requirements

A Operating syst em (x86):

A Windows 2003 Server SP1 (or other Windows w ith IS version 6.0
or higher)

A Windows 2008 and Wind  ows Small Business Edition 2008

A Linux based (Debian or Ubuntu) are recommended, since
installation routines are optimized for this particular OS. Other
compatible Linux based systems are: Red Hat (F edora) and other
distributions

A Unix based (FreeBSD etc)
A Admi nistrative rights on the Server

A Apache web server (with PHP version 5.2.3 or higher) or IIS version
6.0 or higher (PHP as ISAPI module)

A PHP-CLI

A MySQL database or MSSQ L database (MSSQL 2005 Express)
A OpenSSL

A Net Framework 2.0

A 2 GHz processor or faster recommended

A Minimum of 512 MB RAM
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A Total of 50 MB of available memory on the Hard Drive for the
application files

A Additional space required by the MySQL or MSSQL database,
depending on the number of clients and the activity on the network

A Sufficient Hard Drive space available for file tracing/shadowing
module option (10GB up to 500GB). This space is related to the
number of client computers and their activ ity. We recommend using
a separate storage HDD for shadow storage

Attention!

In case you are using an internal or external firewall, please assure that the port
you assign to the server is open. By default this is port 443.
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1.2. Client System Requirements

A Operating system:
A Windo ws 7 (all versions) 32bit/64bit
A Windows Vista ( all versions) 32bit/64bit

A Windows XP Home or Professional
(Service Pack 2 is recommended)

A Windows Server 2003
A Mac OS X 10.4 and 10.5+
A Administrative rights on the PC to install the MSI packa ge
A Microsoft NET Framework 2.0 nee ds to be preinstalled on the PC
A Fully functiona | internet / network connection
A 1 GHz processor ( or faster recommended)
A Minimum of 256 MB RAM

A 32 MB of available memory on the hard drive (plus additional space for
optional offline f ile trac ing and file shadowing)

Attention!

In case you are using an internal or external firewall, please assure that the

computer you are installing the client on has the server -specified port open. By
default this is port 443. In case you are behind a router, co nsult the
user manual or contact the manufacturer of your device a bout setting up port

forwarding .

deviceds



2. Server Installation

Routines

2.1. Windows OS Server Installation

2.1.1. Download locations of required applications:

All 3rd party software that is required f or the installation can be downloaded for
free from the following locations:

MSSQL

http://www.microsoft.com/sgl/downloads/trial - software.mspx

MSSQL 2005 Express
and Microsoft SQL Server Management Studio Express

http://www.microsoft.com/express/2005/sqal/reqgister/

http://www.microsoft.com/downloads/details.aspx?FamilylID=c243a5ae -4bd1 -
4e3d -94b8 -5a0f62bf7796&displaylang=en

.NET Framework 2.0
Xx86 version:

http://www.microsoft.com/downloads/details.aspx?FamilyID=0856EACB -4362 -
4B0OD -8EDD - AAB15C5E04F5&displaylang=en

X64 version:

http://www.microsoft.com/downloads/details.aspx?familyid=b44a0000 -acf8 -
4fal - affb -40e78d788b00&displaylang=en

Additional information regarding the installation of these applications can be
found on their respective websites.


http://www.microsoft.com/sql/downloads/trial-software.mspx
http://www.microsoft.com/express/2005/sql/register/
http://www.microsoft.com/downloads/details.aspx?FamilyID=c243a5ae-4bd1-4e3d-94b8-5a0f62bf7796&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=c243a5ae-4bd1-4e3d-94b8-5a0f62bf7796&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=0856EACB-4362-4B0D-8EDD-AAB15C5E04F5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=0856EACB-4362-4B0D-8EDD-AAB15C5E04F5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=b44a0000-acf8-4fa1-affb-40e78d788b00&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=b44a0000-acf8-4fa1-affb-40e78d788b00&displaylang=en
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Adob e® Flash® Player

http://get.adobe.com/flashplayer/?promoid=DXLUJ

This is required to display the Graphical reports in Endpoint Protector

2.1.2. Server Installation Prerequisites

These components MUS T be installed before you can proceed with the installation
of the Endpoint Protector Server.

Please follow these detailed next steps for a successful installation:

2.1.3. Install .NET Framework 2.0

After you have downl oaded the packafglewther un t he i
instructions.

2.1.4. Install MS SQL or MS SQL 2005 Express Server and Server
Management Studio

Run the installer and complete installation process with default settings.

When asked, choose fAMixed Mode (Windows Authenti
Authenticat i on) 0 and set up your password. On the fc¢
AEnabl e User I nstanceso and click Next.

i'.fa Microsoft SOL Server 2005 Express Edition Setup El

Authentication Mode

The authentication mode specifies the security used when
connecting ta S0L Server,

Select the authentication mode ko use For this installation,

" Windows Authentication Mode

&+ Mixed Mode {windows authentication and SQL Server Authentication)

Specify the sa logon password below;

Enter password:

Confirm passwiord;

Help | < Back | Mexk = I Cancel



http://get.adobe.com/flashplayer/?promoid=DXLUJ
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i';?l Microsoft SQL Server 2005 Express Edition Setup

Configuration Options
Configure user and adminiskrakor accounks

[ Enable User Instances:

This option enables users without administrator permissions ko run a separate
instance of the S0L Server Express Daktabase Enaine.

[ add user to the S5L Server Administrator role

This option adds the user who is running the SQL Server Express installation program
ko the SOL Server Swstem fdministrakor role, By default, users on Microsaft Windows
Yista operaking swstem are not members of the SOL Server System Administrator role,

Help | < Back | Mexk I Cancel

i'e!:l Microsoft SOL Server 2005 Express Edition Setup

Error and Usage Report Settings

Help Microsaft improve some of the S0L Server 2005 components
and services.

dwtomatically send Error reports For SOL Server 2005 to Microsoft or your corporate
error reparking server, Error reports include information regarding the condition of SCL

[~ Server 2005 when an errar accurred, your hardware configuration and other data. Error

reports may unintentionally include persanal infarmation, which will nok be used by
Microsoft,

Automatically send Feature Usage data For SOL Server 2005 to Microsoft, Usage data

[T includes anonymous information about your hardware configuration and how you use our

software and services,

By installing Microsoft SQL Server 2005, 0L Server and its components will be configured ko

automatically send Fatal service errar repaorks to Microsaft or & Corporate Error Reparting
Server, Microsoft uses error reports bo improve SOL Server Functionality, and treats all
information as confidential.

Help | < Back | Mext = I Cancel
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Click ANexto and proceed with the installation.

2.1.5. Install MS SQL Server Management Studio (Express)

i;% Microsoft SQL Server Management Studio Express Setup ﬂ
Feature Selection
Select the program Features you want installed.
|
lick an icon in the Following list to change how a Feature is installed.
Management Studic 5 ~Feature description
Installs inkerackive
management koals For running
SOL Server, including SCL
Server Management Shudio
Express,
—Installation path
C:Program FilesiMicrosaft SOL Server), Browse, .. |
Disk Cost... |
< Back I| Mext = I Zancel I
Leave default settings. When t he installation is completed, cli

2.1.6. Modify the settings for MS SQL connections
Attention!
Please ass ure TCP/IP and Named Pipes are enabled in the SQL Configuration

tool. To do this, go to Start ->Programs ->Microsoft SQL Server 2005 -
>Configuration  Tools ->SQL Server Configuration Manager.

§,* SQL Server Configuration Manager

File Action Yiew Help

5 | BEFRR R

@ SQL Server Configuration Manager {Local)

=5 SQL Server 2005 Services

: SQL Server 2005 Network Configuration
=Mool For SOLEXPRESS

l % SQL Native Client Configuration

From the 1 i st on the | eft side select ifProtocol s
Pipes and TCP/IP to enabled.
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¥ SQL Server Configuration Manager
File Action View Help

«=|E8HR| 2

@ SQL Server Configuration Manager {Local) Protocol Mame: | Status I
SQL Server 2005 Services %~ shared Memory Enabled
=) 4§, SQL Server 2005 Network Configuration ¥ Named Pipes Enabled
B~ Protocols for SQLEXPRESS F=TCR/IP Enabled
9 SQL Mative Client Configuration =ura Micahlad
2]
Protocal |
= General
Enabled
Pipe Name
Enabled
Enable or disable Named Pipes protocol for this server instance

OK I Cancel I Apply I Help I

Create a new user: EPP and a database: EPP by following these steps:

2.1.7. Launch the SQL Server Managem  ent Studio

Start ->Programs ->Microsoft SQL Server 2005 ->SQL Server Management Studio
Express. Connect to the Database Engine using Windows Authentication (default
settings).

File Edit View Tools Window Community Help

P Newouery | [ |5 W @ B @ BB F

NWe BY

X
Microsoft: 1 Windows server System
SQL Server 2005

Server type: | Database Engine j

Server name: COSOSYS-551JVIDNSOLEXPRESS h

Authentication: [windows Authentication |
User name: |CUSOSYS-551JVJO\Adminislratm L]
Password: |

I™ | Remember password.

Connect I

concel | Hep | oplions»> |
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2.1.8. Create a new database user

To create a new database user, follow these steps:

From t he SQL Server Management Studio Express acc
thenright -cl i ck fALoginso folder and select fAiNew Logil

R Microsoft SQL Server Management Studio Express i =(0f x|
File Edit VYiew Tools MWindow Community Help
PRewouey | |5 H @ B E BB S
Object Explorer - 3 X Summary | > X
¥Hm BT @ @& v |[Es]
) [ W20035E\SQLEXPRESS (SQL Server 9.0.3042 - W
[ Databases :
= 3 Security L] LOgInS
42 Hewlogrs W20035E\SQLEXPRESS!SecurityiLogins 5 Item(s)
(3 serv Iter - »
[ Crec 5
[ Server ¢ Refresh Name | created |
[ Replicatiom O]BUILTIN|Administrators 7/18/2008
[ Management B{BUILTIN|Users 7{18/2008
A NT AUTHORITY\SYSTEM 7/18/2008
Asa 4/8(2003
8] W20035E15QL Server200SMSSQLUSer§W20035E4S... 7/18/2008
< | il
Ready 7

From the fiNew Logino window, choose ASQL Server
the I ogin name fiepp0o f or cotrdsposdenhpasswordsoethis and t he
database user. Uncheck all options (Enforce password expiration, User must

change password at next login, etc).
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’\~. Microsoft SQL Server Management Studio Express 5 _.JQ])Q
ge et vew [IETECI— g (=T
§ 3 NewQuery | Selectapage i 5 Seript ~ L Help

General
- rer Server Roles Logi y E T - X
21 3 w9 1|2 UserMapping ogin name: pp earch.. I |
5 |4 W20035E15QI 'ﬂ Securables € Windows authentication
[ Database | = Status -
=) 3 Security % SOL Server authentication
L3 Login: Password: Iooooooo.ooooo.ooo.. 5 Ttem(s)
[ Serve )
[ Crede Confirm password: Iooocooooooooooooooo

[ Server Ot :

[ Replicatio
4 Managem )
™| Enforce password expiration

™| User must change password at nextlogin

€ Mapped to certificate

Certificate name: I

€ WMapped to asymmetric key

Er— Keynane: l

Server.

W2003SENSOLEXPRESS Default database: I master _'J
Connection: Default language: I(delault) z'
W20035E\administrator

47 View connection properties

Progress

Ready

_‘J— 0K I Cancel l
Ready r i) Help make Microsoft® SQL Server™ 2005 better! Iz] %

Click AOKO to finish. Now you should see a new u

2.1.9. Create a new database.

After you have created  a new user, you need to create a new database.

ﬁ.\« Microsoft SQL Server Management Studio Express .J_.I- o zl
File Edit Vew Tools Mindow Community Help

P Hlewouery | [y |5 W & | B [ BA BB 5 o

Summary v X
NAw AT @ A& 7 |[EH

=) £ W20035E\SQLEXPRESS (SQL Server 9.0.3042 - s

Rl o Datcbose. ' | Databases

[3 Securi  Aftach... W20035E\SQLEXPRESS|Databases 1 Item(s)
[_d Serve  Restore Database...

[ Replic  Restore Files and Filegroups...
4 Manac
Refresh Dlam I
[ System Databases

Ready 7
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Todothis,right -cl i ck t he fADatabaseso directory and sel
the ADatabase nameodo enter AEPPO and set t he owne

previously created EPP user.

Youcandothisb v c¢cl icking the browsing mark next to th

























































































































































































































































