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1. Introduction

Portable storage devices such as USB flash drives, external HDDs, digital
cameras and MP3 players/iPods are virtually everywhere and are connected to a
Windows PC or Macintosh via plug and play within seconds.

With virtually  every PC or MAC having easily accessible USB, FireWire and other

ports, the theft of data or accident al l oss of d
play.
Data theft or data | oss or infecting compani es?o

simple connectionis easy and doesndédt take more than a min
administrators had little chance to prevent this from happening or to catch the

responsible user(s). This was the hard reality. Now Endpoint Protector helps to

stop these threats.
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1.1. What is Endpoint Protect or?

Endpoint Protector will help you secure your PCs endpoints within your network.
You will be able to restrict the use of both internal and external devices which
can be used for data storage and transfer and to manage PC and MAC ports.

Endpoint Protecto r gives network administrators the control needed to keep
network endpoints safe.

A Control use of all USB and other storage devices

A Tracking of what data is saved to storage devices

A Tracking of what data is copied from and to storage devices
A Authorize the u se of USB storage devices

A Securing data on USB storage devices

A Powerful reporting tool and audit

S Endpoint Prc‘»:ticia:tnotr g Devices
J N >

*  Client PC is booted, user logs on

= PCis registered as online machine in EPP Server and issued
Certificate for secure communication

«  Client PC receives |latest Policies and stores them locally until
policy is updated or device activity is registered

Digital Certificate «  Connected devices are checked for permissions and activity is
128bit AES SSL logged
=.l Comrunication = Allfile activity to and from device can be traced

If PC is disconnected from network the latest policies remain in
place

Endpoint Protector
Administration and
Reporting Tool

s319110d

Database

The modular and intuitive Web -based administration interface has been designed
to offer fast access to controlling computer, devices and user behavior in a
network. It also offers several ways to track any kind of portable device related
activity registered on the system. A detailed report including timestamps, file
names, action(s) taken, logged user, etc. allows for pin - pointing malicious
behavior and users.
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The systembs design also allows the CoSoSys tean
customizations and extensions requested by clients. Better automation and

express reports can be developed accordingly to customer demands. In the same

time this structure is easy to update and maintain, making the usability even

greater.

Endpoint Protector is the only solution that gives companies of any size the
ability to let users take advantage of the increasingly important functionality of
USB and other ports without losing cont rol over data and compliance.

This endpoint security device control solution is designed to control usage of all
portable storage and to keep track of what data users are taking from and to
their work computers on any kind of portable storage devices.

Furthermore, Endpoint Protector enables network administrators to monitor and
report what data is introduced into the corporate network from a portable
storage device such as prohibited materials (MP3s, movies or games) or harmful
data like a virus that could jeopardize the networks integrity.

As not all portable storage devices are used with the intent to harm the

company, many legitimate reasons commonly justify the need of such devices to

increase network usersoé6 producti vi t authoritddu s , Endp
use of certain device types or specific devices
Flash Drives to handle and transfer confidential data.

To ensure the protection of data carried by users on authorized devices, the

Endpoint Protector administrator can allows users to copy work data only to a
password protected / encrypted area of a authorized device, a so called
ATrustedDeviceo. I n this way confidential <corpor

hardware loss.

Endpoint Protector creates an audit trail t hat shows the use and activity of

portable storage devices in corporate networks. Thus, administrators have the

possibility to trace and track file transfers through endpoints and then use the

audit trail as legal evidence for data theft. For more details on Endpoint

Protector, please see the Data Sheet available o

http://www.EndpointProtector.com
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1.2. Main Features

Your confidential sensitive data is only as safe as your endpoints are. Designed
for medium and large enterprises, Endpoint Protector offers powerful features in
order to control monitor and enforce network and endpoint security.

Endpoint Security for Windows and Macintosh Workstations, Notebooks and
Netbooks.

Endpoint Protec tors full feature set is available for Windows. A reduced feature
set is available for Macintosh (OS X).

Protects PCs from threats posed by removable portable storage and endpoint
devices like USB Flash Drives, MP3 Players, iPods, digital cameras and other
devices that could be intentionally or accidentally used to leak, steal, lose, virus

or malware infect your data. Even self -executing devices like a USB Flash Drive
with a CD -ROM autorun feature such as U3 Drives will not be accessible and
thereby pose no threats.

1.2.1. Centralized web based Device Management / Dashboard

Network administrators have the ability to centrally manage and authorize the

use of devices. The Endpoint Protector 2009 Dashboard is designed to meet the
needs of both management and security staff and offer access to real -time
information, charts and reports about organization wide controlled device and

data transfer activity. All in an integrated single view and web based

Administration and Reporting Tool.

1.2.2. Control your data flow: File Traci ng / File Shadowing

This thorough record of information streams at
supporting audits of data flow and controlling the impact of data leakage. The

File Tracing feature will track all data that was copied to and from prior

authoriz ed portable storage devices. The File Shadowing feature saves a copy of

all, even deleted files that were used in connection with controlled devices on a

network storage server.
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Devices
ted by

. LUzer connects Device to Client PC
+ Device is checked for autharization
. Files can be transferred to authorized device

. . File transfer to and from device is recorded. Actions such as
128bit AES SSL file deletion ar file renaming are recorded as well.
Communication

. Administrator can audit what user with what device on what
PC has transfered what files.

Endpoirt Protector

1.2.3. Audit Trail T Device Activity Logging

A device activity log is recorded for all clients and devices connected along with
all administrative actions such as device authorizations, giving a history for
devices, PCs and users for future audits and detailed analysis.

1.2.4. Audit Trail T Reporting and Analysis Tools

Endpoint Protector 2009 is equipped with powerful reporting and analysis tools to
make the data audit process easy and straightforward.

1.2.5. File Whitelist

Allows only previously authorized files to be copied to portable storage devices.

1.2.6. Easy Enforcement of Your Security Policies

Simplified device management policies with customizable templates for defining
User Group permissions allow easy enforcement and maintenance of your latest
security policies across your network.

1.2.7. Network "Offline" Mode to Support Your Field Employees

i Ofnfel iTemporary Passwordo to allow ti me
when the client computer is disconnected from the network.

Protected PCs that are temporary or frequently disconnected from the network
like laptops stay protected based on the last | ocally saved policy. All notifications
are transmitted at the next network connection.
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1.2.8. Enforced Encryption - protecting sensitive data in transit /
TrustedDevice

The technology behind TrustedDevices is designed to certify that in the corporate
environment all the endpoint devices are not only authorized and controlled via
endpoint software and security policies but also certified and trusted for

protecting sensitive and confidential data in transit (in case of a TrustedDevice).

This will assure thatinth e event a device is stolen or lost all the data stored on it
is encrypted and therefore not accessible for other parties.

1.2.9. Client Uninstall Protection

Endpoint Protector 2009 offers a password -based solution that prevents the
users from uninstalling the En dpoint Protector Clients, thus ensuring continuous
data protection.

1.2.10. Client Stop Protection / Tamper Protection

Endpoint Protector 2009 is preventing the users from stopping the Endpoint
Protector Clients at any time.

1.2.11. Backup Scheduler

Endpoint Protector 200 9 is providing an automatic log backup solution in order to
prevent the server from overloading.



7 | Endpoint Protector | User Manual

1.3. Controlled Device Types [/ Ports

Endpoint Protector supports a wide range of device types which represent key
sources of security breaches. These devices can be authorized which makes it
possible for the users to view, create or modify their content and for

administrators to view the data transferred to and from the authorized devices.

A Removable Storage Devices

A Normal USB Flash Dri ves, U3 and Autorun Drives, Disk on Key, etc.
A USB 1.1, USB 2.0, USB 3.0

A Wireless USB

A LPT/Parallel ports
By controlling the Parallel ports of a PC using Endpoint Protector, the
network administrator can deny or allow users access to storage devices
connecte d to these ports.
* APPLIES ONLY TO STORAGE DEVICES

A Floppy disk drives
Access to floppy disk drives can be managed through Endpoint Protector
and can be turned on/off completely.

A Memory Cards - SD Cards, MMC Cards, and Compact Flash Cards, etc.
These devic es can be enabled / disabled via Endpoint Protector.

A Card Readers - internal and external
These devices can be enabled / disabled via Endpoint Protector.

A CD/DVD -Player/Burner - internal and external
These devices can be enabled / disabled via Endpoint Pro tector.

A Digital Cameras
These devices can be enabled / disabled via Endpoint Protector.
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A

Smartphones / Handhelds / PDAs
This category includes Nokia N - Series, Blackberry, and Windows CE
compatible devices, Windows Mobile devices, etc.

iPods / iPhones /i Pads
These devices can be enabled / disabled via Endpoint Protector.

MP3 Player / Media Player Devices
These devices can be enabled / disabled via Endpoint Protector.

External HDDs / portable hard disks
These devices can be enabled / disabled via Endpoin t Protector.

FireWire Devices
These devices can be enabled / disabled via Endpoint Protector.

PCMCIA Devices
These devices can be enabled / disabled via Endpoint Protector.

Biometric Devices
These devices can be enabled / disabled via Endpoint Protector

Bluetooth
These devices can be enabled / disabled via Endpoint Protector.

Printers
Applies to serial, USB and LTP connection methods. These devices can be
enabled / disabled via Endpoint Protector.

ExpressCard (SSD)
These devices can be enabled / disable d via Endpoint Protector.
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1.4. Conclusions

As information theft and data | eakage are a real

effectively preventing all possible security breaches is becoming an ultimate
concern for enterprise security experts. Endpoint security comes to complete
your existing security policies, aiming to render it full proof.

As new circumvention and data compromising technigues come to diminish the

benefits of new devices and gadgets, Endpoint
technologically ena bled mobility. Thus, by easily protecting all exposed endpoints

from inbound and outbound threats, you can enjoy enhanced portability,

efficiency and productivity.

As it enables your employees to use devices you have already invested in and it
protects yo ur company from losses generated by attacks from outside and
within, all financial costs entailed by implementing Endpoint Protector, such as
purchase, implementation and usage training expenses, are fully justified by the
yielded return on investment.

Pr



2. Server Functionality /

Server Components

The functionality is designed to be around several physical entities:
A Computers (PC's and MACs with Endpoint Protector client installed)

A Devices (the devices which are currently supported by Endpoint Protector.
e.g.. USB devices, digital photo cameras, USB memory cards etc)

A Client user (the user who will use the devices and the computers)
The server side of Endpoint Protector has different parts working close together:

A Web Service 1 responsible of communicating with t he clients and storing
the information received from them

A The Administration and Reporting Tool i responsible for managing the
existing devices, computers, users, groups and their behavior in the entire
system

A Endpoint Protector Appliance Hardware (Only ap plies if you have
purchased the Endpoint Protector Hardware Appliance) i is the hardware
running the Endpoint Protector Server containing Operating System,

Database, etc.
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2.1. Endpoint Protector 1 Web Service

The web service of Endpoint Protector is responsibl e for communication between
Endpoint Protector Server and the Client computers. Starting with the

registration of the client computers, the Web Service sends the settings and

rights of each computer and also receives the log information from each client

and stores that information in the database.

The web service is started as long as the web server is running, and it is ready to
respond to each client request.

2.2. Administration and Reporting Tool

This part of the Server is designated as a tool for customizing the behavior of the
entire system (Server and Clients) and to offer the administrator(s) (the person

handling this tool) the necessary information regarding the activity on the

system.

Access to this part of the web server is restricted by a user name /pass word pair.
The users accessing the web application are referred to as Administrator in this
document. This administrator can be a regular administrator or super

administrator. The difference between the two is the level of access to some
administrative par  ts of the application. The regular administrator cannot change

critical system parameters, cannot create/delete other administrators and has

restricted access to some areas of Endpoint Protector.
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Dashboard

User Manual

T Lets you view statistics of the server such as the number of clients

and de vices currently corrected, total number of computers, log and shadow size,
last logged action, newest added client, etc. and also provides shortcuts to the

essential management tools.
number of clients an

g Endpoint

Protector 2009
El Dashboard
System Overview
Search
Management

% Rights

% Settings

@ @i Ty e
@ Reports and Analysis

& System Alerts

B system Parsmeters

% System Configuration

@ Support

T Lets you view statistics of the server such as the

d devices currently corrected, total number of computers,
log and shadow size, last logged action, newest added client, etc. and also
provides shortcuts to the essential management tools.

Reporting and Administration Tool

6 Syotem BT X

Number of computers onfine:
Total number of computers:

Number of devices connected:
Total number of devices:

P

Total number of users:

‘ Recently Added -l

Computers
MacBook Pro [ raul
Devices
USB2.0 FlashDisk [ raul [ MacBook Pro | ]
Users

raulraul [ MacBook Fro ]
No user No User [ N/A ]
AutoRun User AutoRun User [ NA ]

Endpaint Protector 2009 Copyright 2004 - 2010 CoSoSys Ltd. All rights reserved.

Management
Client Users.

Management

Devices
Computers
Users
Groups

[@] shortcuts

Management

Settings

Rights
Reporting

& Latest System Alerts

Computer  Device
MacBook Pro
WacBook Pro
WacBook Pro
MacBook Pro

USB2.0 FlashDisk
USB2.0 FlashDisk
USB2.0 FlashDisk
USB2.0 FlashDisk

~|%

Computers
Users

Devices

Computer Settings

Group Settings
Device Rights
Computer Rights
Group Rights
Device History

Computer History

PIES

User Event

raul  Connected
raul  Connected
raul  Connected
raul  Connected

maore...

Welcome Super Administrator | Logout

[Engish =] (

6 Latest Logs

Computer  Device
MacBook Pro  USB2.0 FlashDis
MacBookFro  USBZ.0 FlashDis
MacBook Pro  USB2.0 FlashDis
MacBook Pro  USB2.0 FlashDis
MacBookFro  USBZ.0 FlashDis
MacBook Pro  USB2.0 FlashDis
MacBookPro  USB2.0 FlashDis
MacBookFro  USBZ.0 FlashDis
MacBook Pro  USB2.0 FlashDis
MacBookPro  USB2.0 FlashDis

a Statistics

Most active computers
Most active devices

Most active users

I Used for administration of Devices, Computers, Grou

In this module, the administrator can edit, manage rights and settings for or
even delete devices, computers or groups. He can also create groups and add or

remove client users.

Q)

Advanced Search

System Overview

-%

Event
Connected
Connected
Unblocked
Disconnected
Connected
Unblocked
Disconnected
Connected
Unblocked
Disconnected

more...
IES
MacBook Pro

USB2.0 FlashDisk

raul

more...

Version 3.0.5.0

ps, and
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Rights 1 Used to determine and define rules of access. Six subsections are found
here Devices Rights, User Rights, Computers Rights, Group Rights, Global Rights
and File Whitelist.

% Rights

Device Rights
User Rights
Computer Rights
Group Rights
Global Rights
File Whitelist

This is the most important module of Endpoint Protector. In this module the
administrator can set up and enforce security poli cies by assigning specific rights
to devices, computers, computer groups and global device access. Please refer to
paragraph 4fRights o for more information

Settings 1 Used for setting the behavior of computers, groups of computers or
all the computers.

% Settings

Computer Settings
Group Settings
Global Settings

In this module the administrator can modify global settings such as the log
upload interval, local log and shadow size, as well as manage computer and
comput er @attings.dHe $unctionality mode (Normal, Stealth,
Transparent, etc) can also be set from here.

Reports and Analysis 1 Designed to offer the administrator information regarding
the past and current activity on the system (Server and Clients). It includes

several sections such as Online Computers, User History, Statistics, Graphics,

etc. Several information formats are available for view and export.
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I_E\ Reports and Analysis

Logs Report

Online Computers
Online Users
Connected Devices
Computer History
User History
Device History
Statistics

Graphics

Similar to the Dashboard, this module displays usage statistics on past and
current activities, but with mor e details.

System Alerts T Allows the creation of System Alerts T notifications, set up by
administrators, which will alert them if a certain device was connected or

accessed, a certain user performed a certain action, etc. Please see paragraph 8

i Al e rfot nsote details.

& System Alerts

Define System Alerts
Alerts History

System Parameters I Here you can determine the functionality of the entire
system. This module includes sections such as Device and File Types, System
Licenses and System Security

1
; | System Parameters

Device Types
Rights

Events

File Types
System Licenses
System Security

2.3. Accessing the Administration and Reporting Tool

To acc ess the Administration and Reporting Tool, simply open a browser and
enter the IP address of the Endpoint Protector Server , the Endpoint Protector
Appliance IP  or the Server Host Name.

In case you enter the IP address, please note that you must use the HTT PS
(Hypertext Transfer Protocol Secure) prefix, followed by the IP address of the
Endpoint Protector Server.
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Example: https://127.0.0.1/index.php

(In case of using the Endpoint Protector Appliance the defaul t IP address is
https://192.168.0.201 )

If you use Internet Explorer, we recommend that you add this page to Internet
Explorerds trusted sites. Tnparajgapht b5 finstallimigol | ow t he
Root Certificate to your  Internet Browser 0 .

2.4. Login Credentials (Username and Password)

The default username and password for Endpoint Protector 2009 Administration
and Reporting Tool are:

USERNAME: root
PASSWORD: epp2009

To change the user name and password and to create additional administrators
please see paragraph 10.2 fiSystem Administrators O.


https://127.0.0.1/index.php
https://192.168.0.201/

3. Management

3.1. Devices

In this modu le the administrator can manage all devices in the system. Endpoint
Protector has an automatic system implemented meaning that it will

automatically add any unknown devices connected to client computers to the
database, thus making them manageable.

When an unknown device is connected to one of the client computers, the

deviceds parameters are stored in the system dat
ID, Product ID, and Serial Number). The user who first used the device is stored

as the default user of the devic e. This, however, can be changed anytime, later.






















































































































































































































































































































































