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1. Introduction

Portable storage devices such as USB flash drives, external HDDs, digital
cameras and MP3 players/iPods are virtually everywhere and a re connected to a
Windows PC, Macintosh or Linux computer via plug and play wi  thin seconds.

With virtually every PC, MAC or Linux workstation  having easily accessible USB,
FireWire and other ports, the theft of data or accidental loss of data is for

individuals a mere childbds pl ay.

Data theft or data | oss omputeradr meworktihraugh@o mpani es 6
simple connection is easy and doesnb6t take mor e
ad ministrators have little chance to prevent this from happening or to catch the

responsible user (s). Now Endpoint Protector , through its Device Control mod ule,

helps companies to stop these threats.

As a complete Data Loss Prevention solution, Endpoint Protector not only controls
all device activity at endpoints, but monitors and scans all possible exit points for
sensitive content detection. Its second modu le, Content Aware Protection,
ensures that no critical business data leaves the internal network either by being
copied on devices or sent via the Internet without authorization, reporting all
sensitive data incidents.
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1.1. What is Endpoint Protector?

Endpoint Protector will help you secure your PCs endpoints within your network

and screen all possible exit ways for sensitive content detection . You will be able
to restrict the use of both internal and external devices which can be used for

data storage and tra  nsfer and to manage PC, ¥ MAC and Linux ports.

Endpoint Protector, through its two main modules, Device Control and Content
Aware Protection gives network administrators the control needed to keep
network endpoints safe:

A Control use of all USB and other stor age devices

A Tracking of what data is saved to storage devices

A Tracking of what data is copied from and to storage devices
A Scanning of all data transfers for sensitive content detection
A Complete monitoring of all possible data exit points

A Authorize the use  of USB storage devices

A Securing data on USB storage devices

A Powerful reporting tool and audit

Endpoint Protector Devices
ient

o

Kernel Driver

*  Cliernt PC is booted, user logs on
=  PCis registered as online machine in EPP Server and issued
Certificate for secure communication

*  Client PC receives latest Policies and stores them locally until
policy is updated or device activity is registered

Digital Certificate «  Connected devices are checked for permissions and activity is
128bit AES S5L logged
—_—’ Comrmunication = Allfile activity to and from device can be traced

If PC is disconnected from network the latest policies remain in
place

Endpoint Protactor
Administration and
Reporting Tool

s319110d

Database

\ y
The modular and intuitive Web -based administration interface has been designed
to offer fast access to controlling computer, devices and user behavior in a lar ge

network. It also offers several ways to track any kind of portable device related
activity registered on the system. A detailed report including timestamps, file
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names, action(s) taken, logged user, etc. allows for pin - pointing malicious
behavior and us ers.

The systembs design also allows the CoSoSys tean
customizations and extensions requested by clients. Better automation and

express reports can be developed accordingly to customer demands. In the same

time this structure is easy to upd ate and maintain, making the usability even

greater.

Endpoint Protector is the only solution that gives companies of any size the
ability to let users take advantage of the increasingly important functionality of
USB and other ports without losing control over data and compliance.

This endpoint security device control solution is designed to control usage of all
portable storage and to keep track of what data users are taking from and to
their work computers on any kind of portable storage devices.

Further more, Endpoint Protector enables network administrators to monitor and
report what data is introduced into the corporate network from a portable
storage device such as prohibited materials (MP3s, movies or games) or harmful
data like a virus that could jeo pardize the networks integrity.

As not all portable storage devices are used with the intent to harm the

company, many legitimate reasons commonly justify the need of such devices to

increase network usersoé productivity. hoflzbdu s, Endp
use of certain device types or specific devices
Flash Drives to handle and transfer confidential data.

To ensure the protection of data carried by users on authorized devices, the

Endpoint Protector administrator can allows users to copy work data only to a
password protected / encrypted area of an authorized device, a so called
ATrustedDeviceo. I n this way confidential <corpor

hardware loss.

Endpoint Protector creates an audit trail that shows the use and activity of

portable storage devices in corporate networks. Thus, administrators have the

possibility to trace and track file transfers through endpoints and then use the

audit trail as legal evidence for data theft. For more details on Endpoint

Protector, please see the Data Sheet available o

http://www.EndpointProtector.com
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1.2. Main Features

Your confidential sensitive data is only as safe as your endpoints are. De signed
for medium and large enterprises, Endpoint Protector offers powerful features in
order to control monitor and enforce network and endpoint security.

Endpoint Security for Windows, Macintosh and Linux Workstations, Notebooks
and Netbooks.

Endpoint Pr otectors full feature set is available for Windows. A reduced feature
set is available for Macintosh (OS X) and Linux - Ubuntu 10.04 LTS and
openSUSE 11.4 .

Protects PCs from threats posed by removable portable storage and endpoint
devices like USB Flash Dr ives, MP3 Players, iPods, digital cameras and other
devices that could be intentionally or accidentally used to leak, steal, lose, virus

or malware infect your data. Even self -executing devices like a USB Flash Drive
with a CD -ROM autorun feature such as U 3 Drives will not be accessible and
thereby pose no threats.

1.2.1. Centralized web based Device Management / Dashboard

Network administrators have the ability to centrally manage and authorize the

use of devi ces. The Endpoint Protector =~ 4 Dashboard is designed to  meet the
needs of both management and security staff and offer access to real -time
information, charts and reports about organization wide controlled device and

data transfer activity. All in an integrated single view and W eb based
Administration and Repo  rting Tool.

1.2.2. Control your data flow: File Tracing / File Shadowing

This thorough record of information streams at
supporting audits of data flow and controlling the impact of data leakage. The

File Tracing feature will track all data that was copied to and from prior

authorized portable storage devices. The File Shadowing feature saves a copy of

all, even deleted files that were used in connection with controlled devices on a

network storage server.
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Devices
ted by

. User connects Device to Client PC

. Device is checked for authorization

. Files can be transferred to authorized device

. File transfer to and from device is recorded. Actions such as
file deletion ar file renaming are recorded as well.

. Administrator can audit what user with what device on what
PC has transfered what files.

128bit AES S5L
Communication

Endpoirt Protector

1.2.3. Audit Trail T Device Activi ty Logging

A device activity log is recorded for all clients and devices connected along with
all administrative actions such as device authorizations, giving a history for
devices, PCs and users for future audits and detailed analysis.

1.2.4. Audit Trail T Repor ting and Analysis Tools

Endpoint Protector 4 is equipped with powerful reporting and analysis tools to
make the data audit pro  cess easy and straightforward.

1.2.5. Sensitive Content Filtering

Scans and reports all transfers of sensitive data on and from any remo vable
media or via the Internet.

1.2.6. File Whitelist

Allows only previously authorized files to be copied to portable storage devices.

1.2.7. Easy Enforcement of Your Security Policies

Simplified device management policies with customizable templates for defining
User Group permissions allow easy enforcement and maintenance of your latest
security policies across your network.

1.2.8. Network "Offline" Mode to Support Your Field Employees

AOffline Temporary Passwordo to allow t
when the client computer is disconnected from the network.

me

mi

t
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Protected PCs that are temporary or frequently disconnected from the network
like laptops stay protected based on the last locally saved policy. All notifications
are transmitted at the next network connec tion.

1.2.9. Enforced Encryption - protecting sensitive data in transit /
TrustedDevice
The technology behind TrustedDevices is designed to certify that in the corporate
environment all the endpoint devices are not only authorized and controlled via
endpoint sof tware and security policies but also certified and trusted for
protecting sensitive and confidential data in transit (in case of a TrustedDevice).
This will assure that in the event a device is stolen or lost all the data stored on it
is encrypted and the  refore not accessible for other parties.

1.2.10. Client Uninstall Protection

Endpoint Protector 4 offers a password -based solution that prevents the users
from uninstalling the Endpoint Protector Clients, thus ensuring continuous data
protection.

1.2.11. Client Stop Prot ection / Tamper Protection

Endpoint Protector 4 prevents users from stopping the Endpoint Protector Clients
at any time.

1.2.12. Backup Scheduler

Endpoint Prote ctor 4 provides an automatic log backup solution in order to
prevent the server from overloading.
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1.3. Controlled Device Types [/ Ports

Endpoint Protector supports a wide range of device types which represent key
sources of security breaches. These devices can be authorized which makes it
possible for the users to view, create or modify their content and for

adm inistrators to view the data transferred to and from the authorized devices.

A Removable Storage Devices

A Normal USB Flash Drives, U3 and Autorun Drives, Disk on Key, etc.
A USB 1.1, USB 2.0, USB 3.0

A Wireless USB

A LPT/Parallel ports
By controlling the Parallel ports of a PC using Endpoint Protector, the
network administrator can deny or allow users access to storage devices
connected to these ports.
* APPLIES ONLY TO STORAGE DEVICES

A Floppy disk drives
Access to floppy disk drives can be managed through Endpoint Protector
and can be turned on/off completely.

A Memory Cards - SD Cards, MMC Cards, and Compact Flash Cards, etc.
These devices can be enabled / disabled via Endpoint Protector.

A Card Readers - internal and external
These devices can be enabled / disabled via Endpoint Protector.

A CD/DVD -Player/Burner - internal and external
These devices can be enabled / disabled via Endpoint Protector.

A Digital Cameras
These devices can be enabled / disabled via Endpoint Protector.
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A Smartphones/ Handhelds / PDAs
This category includes Nokia N - Series, Blackberry, and Windows CE
compatible devices, Windows Mobile devices, etc.

A iPods / iPhones / iPads
These devices can be enabled / disabled via Endpoint Protector.

A MP3 Player / Media Player Devices
These devices can be enabled / disabled via Endpoint Protector.

A External HDDs / portable hard disks
These devices can be enabled / disabled via Endpoint Protector.

A FireWire Devices
These devices can be enabled / disabled via Endpoint Protector.

A PCMCIA D evices
These devices can be enabled / disabled via Endpoint Protector.

A Biometric Devices
These devices can be enabled / disabled via Endpoint Protector.

A Bluetooth
These devices can be enabled / disabled via Endpoint Protector.

A Printers
Applies to serial, USB and LTP connection methods. These devices can be
enabled / disabled via Endpoint Protector.

A ExpressCard (SSD)
These devices can be enabled / disabled via Endpoint Protector.
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1.4. Conclusions

As information theft and data | busikeasgverldar e a r eal

effectively preventing all possible security breaches is becoming an ultimate
concern for enterprise security experts. Endpoint security comes to complete
your existing security policies, aiming to render it full proof.

As new circumvention  and data compromising technigues come to diminish the

benefits of new devices and gadgets, Endpoint
technologically enabled mobility. Thus, by easily protecting all exposed endpoints
from inbound and outbound threats, you can enjoy enhanced portability,

efficiency and productivity.

As it enables your employees to use devices you have already invested in and it
protects your company from losses generated by attacks from outside and

within, all financial costs entailed by im plementing Endpoint Protector, such as
purchase, implementation and usage training expenses, are fully justified by the
yielded return on investment.

Pr



2. Server Functionality /

Server Components

The functionality is designed to be around several physical ent ities:

A Computers (PC s, MACs and Linux workstations with Endpoint Protector
Client installed)

A Devices (the devices which are currently supported by Endpoint Protector.
e.g.: USB devices, digital photo cameras, USB memory cards etc)

A Client user (the user who will use the devices and the computers)
The server side of Endpoint Protector has different parts working close together:

A Web Service i responsible of communicating with the clients and storing
the information received from them

A The Administration and Rep  orting Tool 1 responsible for managing the
existing devices, computers, users, groups and their behavior in the entire
system

A Endpoint Protector Appliance Hardware (Only applies if you have
purchased the Endpoint Protector Hardware Appliance) i isthe hard ware
running the Endpoint Protector Server containing Operating System,
Database, etc.



11 | Endpoint Protector | User Manual

2.1. Endpoint Protector 1 Web Service

The Web S ervice of Endpoint Protector is responsible for the communication
between Endpoint Protector Server and the Client computers. Starting with the
registration of the client computers, the Web Service sends the settings and

rights of each computer and also receives the log information from each client

and stores that information in the database.

The Web S ervice is started as long as the W eb server is running, and it is ready
to respond to each client request.

2.2. Administration and Reporting Tool

This part of the Server is designated as a tool for customizing the behavior of the

entire system (Server and Clients) and to offer the adminis trator(s) (the person
handling this tool) the necessary information regarding the activity on the

system.

Access to this part of the W eb server is restricted by a user name /password pair.
The users accessing the W eb application are referred to as Administra tor in this
document. This administrator can be a regular administrator or super

administrator. The difference between the two is the level of access to some

administrative parts of the application. The regular administrator cannot change

critical system p arameters, cannot create/delete other administrators and has

restricted access to some areas of Endpoint Protector.
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and devices currently corrected, total number of computers
last logged action, newest added client, etc. and also provides shortcuts to the
essential management tools.

ENDPOINT
PROTECTOR

Dashboard

i

System Overview
System Status
Live Update

Endpoint Management
Endpoint Rights

Endpoint Settings

Offline Temporary Password
Reports and Analysis
System Alerts

Directory Services

System Maintenance
System Configuration
System Parameters

Support

QPR N@XF7T

| 4

Reporting and Administration Tool

T Lets you view statistics of the server such as the number of clients

, log and shadow size,

Super A

| English

| Logout

Advanced Search

System Overview Show all departments

6 System Information [4//X

Number of computers online:
Total number of computers:

Number of devices connected:

Total number of devices:

Total number of users:

‘ Recently Added

Computers

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

Endpoint

Management

Groups, and Client Users.

Endpoint Management

Devices
Computers
Users
Groups

In this module, the admi

4
8

1
19

18

El Shortcuts (%

Management Computers
Users

Devices

Group Settings
Device Rights
Computer Rights

Rights

Group Rights

Reporting Device History

Computer History

& Latest System Alerts |+|[X

Computer Device User Event

more...

-

6 Latest Logs - )%
Computer Device Event
= Delete
= Delete
= DISK  Connected
= DISK  Blocked
= DISK  Connected
= DISK  Blocked
E_ DISK  Disconnected
= DISK Disconnected
= DISK  Connected
= DISK  Blocked
more... |
B statistics <)%
Most active computers
Most active devices
Most active users
more... ~

No Background Tasks Version 4.0.0.8

I Used for administration of Devices, Computers,

nistrator can edit, manage rights and settings for or

even delete devices, computers or groups. He can also create groups and add or

remove client users.

Endpoint  Rights

Group Rights, Global Rights

T Used to determine and define rules of access. Six
subsections are found here Devices

, Effective Rights

Rights, User Rights, Computers Rights,
and File Whitelist.
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% Endpoint Rights

Device Rights
User Rights
Computer Rights
Group Rights
Global Rights
Effective Rights
File Whitelist

This is the most important module of Endpoint Protector. In this module the

administrator can set up and enforce security policies by assigning spec ific rights
to devices, computers, computer groups and global device access. Please refer to
section 4 AEndpoint Rights 0 for more information

Endpoint  Settings 1 Used f or setting the behavior of computers, groups of
computers or all the computers.

% Endpoint Settings

Computer Settings
Group Settings
Global Settings

In this module the administrator can modify global settings such as the log
upload interval, local log and shadow size, as well as manage computer and
comput er gr o gspThefunstienalityimade (Normal, Stealth,
Transparent, etc) can also be set from here.

Content Aware Protection T Separate module, which allows creating and
enforcing strong content aware policies for a better control of what data leaves
the company net work via any removable media or the Internet.

L@ Content Aware Protection

Content Aware Policies
Custom Content Dictionaries

Reports and Analysis I Designed to offer the administrator information
regarding the past and current activity on the system (Server and Clients). It
includes several sections sucha s Online Computers, Online Users, Statistics,
Graphics, etc. Several information formats are available for view and export.
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[E Reports and Analysis

Logs Report

File Tracng

File Shadowing
Online Computers
Online Users
Online Devices
Statistics
Graphics

Similar to the Dashboard, this module displays usage statistics on past and
current activities, but with more details.

System Alerts I Allows the creation o f System Alerts T notifications, set up by
administrators, which will alert them if a certain device was connected or
accessed, a certain user performed a certain action, etc. Please see paragraph 8

AAl ertso for more details.
& System Alerts
Define System Alerts
Alerts History
System Parameters I Here you can determine the functionality of the entire
system. This module includes sections such as Device and File Types, Rights and
Events.

; J System Parameters

tatabis

Device Types
Rights
Events

File Types

2.3. Accessing the Administration and Reporting Tool

To access the Administration and Reporting Tool, simply open a browser and
enter the IP address of the Endpoint Protector Server , the Endpoint Protector
Appliance IP  or the Server Host Name.

In case you enter the IP address, please note that you must use the HTTPS
(Hypertext Transfer Protocol Secure) prefix, followed by the | P address of the
Endpoint Protector Server.
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Example: https://127.0.0.1/index.php

(In case of using the Endpoint Protector Appliance the default IP address is
https://192 .168.0.201 ).

If you use Internet Explorer, we recommend that you add this page to Internet
Explorerds trusted sites. Tnparajapht b8 finstallimigol | ow t he
Root Certificate to your  Internet Browser 0 .

2.4. Login Credentials (Username and Password)

The default username and pass  word for Endpoint Protector 4 Administration and
Reporting Tool are:

USERNAME: root
PASSWORD: epp2011
To change the username and password and to create additional administrators,

pl ease see paragraph 11.2 ASystem Administrators


https://127.0.0.1/index.php
https://192.168.0.201/
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2.5. Live Update

This section allows  checking and applying  the | atest Endpoint Protector Server
updates.

The two options available are:

1 Configure Live Update T allows selecting one of the two o ptions for
performin g the live update check: manually or automatically
Endpoint Protector Server - Live Update
Live Update Settings
Check Automatically for Updates: o
Chedk Manually for Updates: i
Save

I Check Now 1 searches for the latest Endpoint Protector Server updates.

Welcome Super Administrator | Logout

- ENDPOINT 4 x ———
PROTECTOR Reporting and Administration Tool English v | Q)
Advanced Search
Dashboard Endpoint Protector Server - Live Update Show all departments
System Overview
System Status g'l'he a are scheduled for'i
Live Update
Endpoint Management ftware Update
% frdoai S et Most recent check for updates: Jun 302011 11:03AM
% Endpoint Settings Updates were installed:
Offline Temporary Password Configure Live Update Check Now
Reports and Analysis Available Updates
System Alerts

[7] Mac client software and Server update (SWI-E11-U0001)
Mac dlient software update adding new features and improvements for more granular control of Apple devices. Appliance language resource update. Appliance

Directory Services setup DNS configuration and shutdown options are improved.
; Remarks: Mac client is now a dmg package and not longer a zip, also it makes a clear difference between Apple devices (iPhones, iPads, iPods). Appliance
System Maintenance language resource are update. Appliance setup DNS configuration and shutdown options are improved.

System Configuration
System Parameters

Support

Q*Lo-BD

Apply Updates | | View Applied Updates |

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Ready \Version 4.0.2.1
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In case that new updates are found, they are displayed under the Available

Updates window section and can b e directly installed by pressi.:
Updat es 0 b u tatestinstalled upaates can be checked by pressing on the

AView Applietuttdhpdat eso



3. Endpoint Management

3.1. Devices

In this module the administrator can manage all devices in the system . Endpoint
Protector has an automatic system implemented meaning that it will

automatically add any unknown devices connected to client computers to the

database, thus making them manageable.

When an unknown device is connected to one of the client compute rs, the

deviceds parameters are stored in the system dat
ID, Product ID, and Serial Number). The user who first used the device is stored

as the default user of the device. This, however, can be changed anytime, later.

m | Reporting and Administration Tool {ewgma _[SJ( Q)
[] osshwonea st of D
@ Endpaint Management o
o Resuts
; Status  TD  Device Type Device Name (Identification) Description. Department Last Location LastUser Last Connection. VIO PID  Serisl Number Actions.
B enpontrons ° U Stes reetAGT resieseacire — -— - s —— ZaEEe
° Sundara v —— -— - L ——— FeaEae®
R Endpant setings ° — — - iz — ZAEGE
w e veparacy paard e Seralport P —_— - o3aun 2011 1501 e ECNE )
° s StorageDevee use_puas pave S8 FLASH DRVE (ADATA — —-— - L — ZAEm®
Reports and Analyss ) Localprosers P Laserlet 3020 3030 WP Lasariet 2020 3030/ - = = 034um 2011 11:02 — ZaEa®
- ™ USB Storage Devie USB_FLASH_DAVE US8_FLASH_DRVE /ADATA — — - L —— Zarge®
A Srtem Nerts ® p— — 01-un 2011 1423 ———— PQEa®
° [ p— vs8_50_ReADER 158_59_ READER I GENERC —— - ot 1613 — ZaQEA®
@ Orecoy Senvces. ® el COor VD R AsuS CRw- 181481 — - o204 9653 i ZaEW®
7Y ° -— - otun 2011 1683 = — ZaAEA®
) USB Storage Device. USB_FLASH_DANVE USB_FLASH_DRWVE / ADATA —— — 03Uun20111020 T e cme— Zeqrae®
‘ ‘System Configuration ) S8 Storage Device Po_90004 Hup_w2004 Por_ #0804 Hub_W00D4  renkey inc — _— - Q20111620 —— Zazue®
® Ecvr — —— — 002011 1334 —— 2 QE0Q
B syem roameters ® — — — RN 133 - = ZAEU®
. e — e — 0201 1334 E— ZaEE®
@ s ° e e Py — —— — e — FaEge®
] USB Storage Device osK DEK/EASY —— T — 03JUn201116.16 W —T— QEa
® — NI 13— —— ZeEE®

19resuts [ 50 (o] perpagel
@crese

Ready Version 4008
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These are the actions available to the administrator in this module:
ZQEH®
Edit, Manage Rights, Device History, Export Device History, Delete

Manage Rights and Device History are actually shortcut s to the Devices Rights
and Logs Report module s, and will be explaine  d in one of the following chapters.

The status column indicates the current rights for the devices.
i Red means that the device is blocked in the system.
O Green means that the device is allowed on computers or users

O Yellow means that device is allo wed on some users or computers with
restrictions.

3.2. Device Functionality

Endpoint Protector can handle a wide variety of devices and device types and

offers several methods of usage for each device in particular. These can be found

by access Emdgoint Reght sd modul e of Endpoint Protect
one of the relevant Rights tabs. The Endpoint Rights module contains the

following sections: Device Rights, User Rights, Computer Rights, Group Rights,

Global Rights , Effective Rights  and File Whitelist.

% Endpoint Rights

Device Rights
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Depending on the network policy, administrators can use the following settings:
A Preserve Global settings
A Deny access to devices
A Allow access to devices
A Enable read -only access
A TrustedDevice Level 1 to Level 4

Allow Access v
Preserve global setting
Deny Access

Read Only Access

Allow Access if TD Level 1
Allow Access if TD Level 2

Allow Accessif TD Level 3
Allow Access if TD Level 4

3.2.1. Give/ Deny Access to Devices

With this  option the administrator can give or deny complete access to a certain
device making it usable or obsolete for a certain group, computer or user.

The administrator can configure these settings for each device individually and
can also choose for what compu ter(s), user(s) and group(s) they will apply to.

The File Whitelisting feature allows the super administrator to control the transfer
of only authorized files to previously authorized portable storage devices.

To configure File Whitelisting, please see par agraph4.7 AFi |l e Whitelisto.

Once configured, you can enable this feature for devices, users, computers and

groups. To do this, simply access the Endpoint Rights module and select device,
computer, user or group rights, depending on the rights priority con figuration of
your server.

% Endpoint Rights

Device Rights
User Rights
Computer Rights
Group Rights
Global Rights
Effective Rights
File Whitelist
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Select the device, user, computer or group you wish to manage rights for and

click the + (plus) button at the bottom of the
Deviceso

Akendv Existing Devh

@

save 4 _Back

Once you do that, the Device Wizard will appear, allowing you to select the
device(s) you wish to manage. Please note that you need to allow access to the
storage device in order to able to enable the File Whitelisting for it.

Device Wizard X

Last devices connected == Search... Rights

Name Serial Number Last Location

Communications Port ... . o = = @

—— — L) Deny Access

ASUS DRW-201451 ATA ... == = —————— T

(Standard floppy dis ... E e —= 3 = ) Allow Access

Standard AHCI 1.0 Se ... ————— - ) Read Only Access

Intel(R) Active Mana ... -~ == — @ Allow Access if TD Level 1
USB_FLASH_DRIVE = - — — -3 == ~ ;
USB FLASH DRIVE p—— — ) Allow Access if TD Level 2
FM-10_PRO —_ @ Allow Access if TD Level 3
[Select All] [Remove Selection] @ Allow Access if TD Level 4
@ Block if wired network is
present
Save Cancel

Selecting a device will allow you to select one of the rights for that device.

Device Wizard X
Last devices connected = Search... Rights
Name Serial Number Last Location
Communications Port ... e ST TS e @
— ) Deny Access
ASUS DRW-201451 ATA ... s == ——— ®
(Standard floppy dis ... E—=__"—=3 e © Allow Access
Standard AHCI 1.0 Se ... e = ) Read Only Access
Intel(R) Active Mana ... = == i © Allow Access if TD Level 1
USB_FLASH_DRIVE = - — —— -3 _— ® Al i |
USB_FLASH_DRIVE ==——Tms = - low Access if TD Level 2
FM-10_PRO S = 00 % 1 = 10 Sl e ) Allow Access if TD Level 3
[Select All] [Remove Selection] @ Allow Access if TD Level 4
Block if wired network is
present
Parameters:

[Tluse File Whitelist

Save Cancel
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Onceyou select a portable device, and choose AAIIl o
have the option to enable File Whitelisting for that device.

Click ASaveodo to store your changes.

The device(s) you selected will appear in the QA
Already Existing Devices

USB_FLASH_DRIVE - Allow Access - Standard ®

@

To add more devices, simply repeat the steps mentioned above.

To change or delete added devices use either ARI
buttons.

#®

3.2.2. Enable Device Read -Only Access

With this option the administrator can enable read -only access to devic es
preventing the deletion or alteration of data on the device(s).

The administrator can configure each device individually and can also choose for
what computer(s), user(s) and group(s) it will apply to.

3.2.3. TrustedDevice Level 1 to Level 4

The TrustedDevice sE technol ogy i ntegr atPetkctowsavdidble Endpoi i
in four security | evels, depending on the degree of protection offered by a d evice
(devices usi ngareHRIswlll)o c k E

For more information on TrustedDevi cwios E and Easy
15. AEnforced Encryption with TrustedDeviceo in th

3.2.4. WIiFi - Block if wired network is present

With this option the administrator can disable the WiFi connection, while a wired
network connection is present. The WiFi connection will be available when the
wired network is not present.
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3.3. Computers

This is the module responsible for managing the client computers.

— Weicome Super Adminisirator | Logout
| ENDPOINT |4 = = —I
PROTECTOR Reporting and Administration Tool ngish Q

Engisn o] Q
maced Search
Dashboard List of Computers Show all departments.
@\ Endpomt Management "
Devices
Computey (2
Users
Groups Computer Hame » Department Workgroap Domain " Location  Last Time Online Version License Modited at Modiied by Actions.
B endpomtrons — e — RO —— iz 7% 00200 VwNSaa  Sumanime o FaADEEE
¢ & - = —_— S WORKGROUP - 04un-2011 17.36 4003.(P0) Vi for 365 days. 03-Jun-2011 15:11.00 oot Z74A@EE®
K Ervontsemes - s — WORKGROP - 20 1727 002.00)  Vedmedsoms On2SR00 ol FaAPEER
s S, _— e — WORKGROUP - S un20n 17124 1059-0lse)  Veidor 20 e ZaA@EE®
ket izl ———  ———— — WORKGROUP o @un2stt 1820 003.0C)  VedmedSds 02011 151100 oot PaATEE®
Reports and Analysis. — . Pending 3Jun-2011 15:11.00 root ZaQQABEa®
= — —— wotgp 5 - Pendng et 8100 oot ELXNGIE! 12
A\ sysem Nents = _— Pendng SLun0N 15100 et ZQAPEE®
8 results =
@& = resuts | 20 [<] per page]
Create
g re— ®

‘ System Configuration
!J System Parameters

@ Support
The client computers have a registration mechanism. This self - registration
mechanism is run once after the Endpoint Protector ClI ient software is installed on

a client computer. The client software will then communicate to the server its
existence in the system. The server will store the information regarding the client
computer in the system database and it will assign a license to the client

computer (if none available, a demo license will be created and assigned, which
will expire after 30 days).

NOTE!

The self-registration mechanism acts whenever a change in the computer
licensing module is made, and also each time the applicatio n client is reinstalled.
The owner of the computer is not saved in the process of self -registration
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Computers can also be imported into Endpoint Protector from Active Directory
using the Active Directory Plug -in.

For details, please consult the paragra ph 10.1 AActive Directory Import 0 .

The available actions here are:
TRAFEIE®

Edit, Manage Righ ts, Manage Settings, Offline Temporary Password ,
Computer History, Export Computer History and Delete . The Man age
Rights, Manage Settings, Offline Temporary Password and Computer History  are
links to their respective modules , Which will be explained in their own chapter.

For a better organization and manageability, a computer can be assi gned as
belonging to a Group (several computers within the same office, a group of

computers which will have same access rights or settings) or to a Department
(an alternative organization to groups) . For more details about depa  rtments,
please see paragrap h 11.3 iSyst em Depart mentso.
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3.4. Groups

This module is responsible for editing groups.

Settings and Delete are the command s available from

PR&EN.:EO'G%R £ Reporting and Administration Tool

@ Dashbosrd.
@U Endpoint Management

Devices
Computers
Users
Gooups.

B endpomtrgns

K s

Offline Temporary Password.
[gl Reports and Anslyss.
A\ Syetem erts

@ orecoy servess
e
‘ System Configuration

| system porometecs

@ s

riter

Results
Name.
e
e

gn

[y
|I|

8
H
B
¥
0]
2
B
2

@
2
2

|

Grouping computers and client users will help the administrator to manage th
rights, or settings for these entities in an efficient way. This can be done from

the Group Rights and Group Settings tabs.

Department

Detaut Department

Edit , Man age Rights
this section

Modified st

034un2011 151100
03-4un2011 181100
034un-2011 15:11.00
03un2011 151100
©3-4un-2011 151100
3402011 151400
3-4un2011 181100
€34un2011 151100
©34un2011 151100
03-un-2011 151100

034002011 151100
©34un-2011 151190
83-4un-2011 161100
03-Jun-2011 15:1100
03Jun-2011 151100
03Jun-2011 151100

034un-2011 151100
©34un-2011 151100
3.4un-2011 151100
©3-4un2011 151100

, Manage
‘Weicome Super Administrator | Logout
e [3] Q)

ggggsgggagzgqagaazgg ;

by

Ressy Verson 4008
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© swwon

3.5. Users
The client users are the end users who are logged on a computer on which the
Endpoint Protector Client software is install ed.
E:g:gg{.zn < Reporting and Administration Tool Enw~w ‘Wg sjw””“’fi‘f?:
] ovens T —r T Y]
El]} Endpoint Management o =
e e o cet g i T
K Endpoint Settings. := : — : e e, ij:g
Offine Tamporary Password = ——— QI
B - - — 01-un-2011 12.35:00 - QEa®
(] Reports and Ansiyss - - qEE®
A\ srsem vens e - 23:8
M s e - N
o S e - - - — ———— e ~ agwe
“ System Configuration : : : — éj:g
B system porameters — —_— — = QAEg®
e — - — 03Jun 2011 112100 QEE®

2 I ]

CaSoSys Lt Resdy Verson 4005

This module has a  self-completing mechanism: as soon as a user has some
activity on the system and he is new in the system, he will be added to the
system database.

FREI®

Actions available in this group are: Edit , Manage Rights, User History, Export
User History and Delete

There are two users created by default during the installation process of Endpoint
Protector.

noUser T is the user linked to all events performed while no user was logged in

to the computer. Remote users6 namdsotheh o
logged and their events will be stored as events of noUser. Another occurrence of
noUser events would be to have an automated script/software which accesses a

device when no user is logged in to the specific computer.

autorunUser 1 indicates that an installer has been launched by Windows from the
specific device. It is the user attached to all events generated by the programs
launched from the specific device when Autoplay is enabled in the Operating
System.

The users can be arranged in groups for easier management at a later point.
Users can also be imported into Endpoint Protector from Active Directory through
the Active Directory Plug  -in.

For details, please consult the paragraph 10.1 AActive Directory Import 0.

0g

nt



4. Endpoint Rights

The modules in this area will allow the administrator to define which device can

be used on computers, groups and which client users ha ve access to them.
END 5 |NT wv s SuperAd I’q-'i-\‘f~*'¢-A'«'rr«ak- e
PO 4 . .
* i i English
PROTECTOR l Reporting and Administration Tool g =] ( Q)
Advanced Search
Dashboard Management of Rights per Devices Show all departments
E_—]I Endpoint Management Filter o
% Endeolnt Righi Device Name:
Device Richts Device Type: USB Storage Device [+]
User Rights —
Computer Rights 2
Group Rights PID:
Global Rights -
Effective Rights Serial Number:
File Whitelist == =
| & Reset | | Quapl fiter
% Endpoint Settings
= Results
Offline Temporary Password
e At Device Name Device Description Device Type VID  PID  Serial Number Actions
USB_SD_READER USB_SD_READER / GENERIC USB Storage Device = = = 2
& SYSRmAlcis USB_FLASH_DRIVE USB_FLASH_DRIVE / ADATA USB Storage Device _— = ——e— 2
" S i emm——— 7
- ety Carions USB_FLASH_DRIVE USB_FLASH_DRIVE / ADATA USB Storage Device -_— - 2
= USB_FLASH_DRIVE USB_FLASH_DRIVE / ADATA USB Storage Device = = =2
‘ System Maintenance USB_FLASH_DRIVE USB_FLASH_DRIVE / ADATA USB Storage Device = = = 2
USB_FLASH_DRIVE USB_FLASH_DRIVE / ADATA USB Storage Device s s ———— 24
% System Configuration Port_#0004 Hub_#0004 Port_#0004 Hub_#0004 / Ironkey Inc. USB Storage Device = T 2
B FREEAGENT FREEAGENT / SEAGATE USB Storage Device = e —— 2
i System Parameters DISK DISK / EASY USB Storage Device = - _—csr Z
@ Support 9results [ 50 [+] perpage]
Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Ready Version 4.0.0.8

The rule of inheritance is as follows (from most important to least important):
Computer Rights  -> Group Rights -> Global Rights. The rights are overwritten in
this order.

Example: If global rights indicate that no computer on the sys tem has access to
a specific device, and for one computer that device has been authorized, then
that computer will have access to that device.
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4.1. Device Rights

This module is built around the devices, allowing the administrator to enable or
disable them for  specific computers, groups or users.

‘Welcome Super Administrator | Logout

R ENDPOINT l 4
. Reporting and Administration Tool [Engish  [+] ( )
PROTECTOR poriing u Q)
Advanced Search
Dashboard Edit Device Rights Show all departments
@ Endpoint Management
S . Currently the system is using both computer and user rights, computer rights have priority.
% Endpoint Rights
Device Rights Device
User Rights
o Device Name: _ ==
Group Rights
Global Rights Device Description: = — =
B s Last User:
File Whitelist
% Endpoint Settings Groups
@ Offline Temporary Password ®
Reports and Analysis Computers
& System Alerts _— - Allow Access - Standard X®
[ oirectory Services ®
‘ System Maintenance 12D
s : — = = 3
Q System Configuration E——— Allow Access Standard X*®
@
B/ system Parameters
s Ssave 4 _Back
@ Support
Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Ready Version 4.0.0.8

After selecting a computer, you select the computers and group of computers for
which the device has specified rights.
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4.2. User Rights

This module is  built around the user, allowing administrators to manage rights of
access to devices per users.

‘Welcome Super Administrator | Logout

Reporting and Administration Tool [engish  [+] ( Q)

\.Ru ENDPOINT |4
48 PROTECTOR

Advanced Search
Dashboard r Rights Show all departments
-
Endpoint Management b
. Currently the system is using both computer and user rights, computer rights have priority .
Endpoint Rights
Device Rights User
User Rights
Computer Rights S
Group Rights User Name:
Global Rights First Name: e
Effective Rights Last Name: =
File Whitelist
% Endpoint Settings Device Types
ﬁ Offline Temporary Password USB Storage Device Allow Access [=] iPhone Preserve global setting [+ 3
@ Reports and Analysis Internal CD or DVD RW Preserve global setting El iPad Preserve global setting E|
— Internal Card Reader Preserve global setting E| iPod Preserve global setting E|
& System Alerts v
Internal Floppy Drive Preserve global setting [ Serial ATA Controller Preserve global setting [
. Directory Services Local Printers Preserve global setting [+ WiFi Preserve global setting [
Windows Portable Device P global setti Bluetooth Preserve global setti
‘ System Maintenance e ] TR
Digital Camera Preserve global setting [ FireWire Bus Preserve global setting [ ]
Q System Configuration BlackBerry Preserve global setting [ Serial Port Preserve global setting [
F- 1 3 System Parameters Mobile Phones (Sony Ericsson, etc.) Preserve global setting [=] PCMCIA Device Preserve global setting []
SmartPhone (USB Sync) Preserve global setting [ Card Reader Device (MTD) Preserve global setting []
‘I Ij Support

SmartPhone (Windows CE)
SmartPhone (Symbian)

Webcam

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

Preserve global setting E'
Preserve global setting El
Preserve global setting [;‘

Card Reader Device (SCSI)

ZIP Drive

Preserve global setting E]
Preserve global setting El

Ready Version 4.0.0.8
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4.3. Computer Rights

This module will allow administrators to specify what device types and also what
specific device(s) can be accessible from a single or all computers.

‘Welcome Super Administrator | Logout
Reporting and Administration Tool [engish  [] (° Q)

Advanced Search

Edit Computer Rights Show all departments

/. Currently the system is using both computer and user rights, computer rights have priority .

\wR@ ENDPOINT | 4
: PROTECTOR

D Dashboard
Endpoint Management

% Endpoint Rights

Device Rights
User Rights

C ter Rights
Group Rights.
Global Rights
Effective Rights
File Whitelist

Endpoint Settings

Reports and Analysis
System Alerts
Directory Services
System Maintenance
System Configuration

System Parameters

O*LdRB>ID@X

Support

Offline Temporary Password

Computer

Computer Name:

Location:
Device Types

USB Storage Device
Internal CD or DVD RW

Internal Card Reader

Internal Floppy Drive

Local Printers

Windows Portable Device

Digital Camera

BlackBerry

Mobile Phones (Sony Ericsson, etc.)
SmartPhone (USB Sync)
SmartPhone (Windows CE)

SmartPhone (Symbian)

Allow Access El
Preserve global setting EI
Deny Access [=]

Preserve global setting E’
Preserve global setting [ ]
Preserve global setting \z[
Preserve global setting [
Allow Access (=]
Preserve global setting [
Preserve global setting E}
Preserve global setting E]
Preserve global setting E}
Preserve global setting [ ]

iPhone

iPad

iPod

Serial ATA Controller

WiFi

Bluetooth

FireWire Bus

Serial Port

PCMCIA Device

Card Reader Device (MTD)
Card Reader Device (SCSI)

ZIP Drive

Preserve global setting E|
Preserve global setting E’
Preserve global setting EI
Preserve global setting E’
Preserve global setting El
Preserve global setting []
Preserve global setting E]
Preserve global setting []
Preserve global setting []
Preserve global setting [+]
Preserve global setting [+
Preserve global setting [~]

Webcam
Already Existing Devices
@
Ssave 4 _Back

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

Ready Version 4.0.0.8
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4.4. Group Rights

This module is similar to the previous one,

4Ry ENDPOINT |4
#l PROTECTOR

Dashboard
Endpoint Management

Reporting and Administration Tool

only difference is that the rights here
are applied to a group instead of a single computer.

Welcome Super Administrator | Logout

Advanced Search

Management of Rights per Groups Show all departments

P #

% Endpoint Rights

Device Rights
User Rights
Computer Rights

H

me «

Group Rights
Global Rights
Effective Rights

File Whitelist

Endpoint Settings
Offline Temporary Password
Reports and Analysis

System Alerts

Directory Services

System Maintenance

ll“

System Configuration

System Parameters

Support

O=fpoB>E@X

22results [ 20 [+] per page]

[J Edit A

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

The
one.

admini strator

[ Edit Al i

can

Description
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4.5. Global Rights

This module applies rights to computers in the entire

a

A

Q=LpopB>

ENDPOINT

Dashboard
Endpoint Management

Endpoint Rights
Device Rights

User Rights

Computer Rights

Group Rights.

Global Rights

Effective Rights

File Whitelist

Endpoint Settings
Offline Temporary Password
Reports and Analysis
System Alerts
Directory Services
System Maintenance
System Configuration

System Parameters

Support

PROTECTOR

Reporting and Administration Tool

system.

Welcome Super Administrator | Logout

Advanced Search

Management of Global Rights Show all departments

. Currently the system is using both computer and user rights, computer rights have priority .

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved.

Groups
Name: Global
Description: Global Group including all the entities

Device Types
USB Storage Device Allow Access [+] iPhone Deny Access [+]
Internal CD or DVD RW Deny Access = iPad Deny Access [=]
Internal Card Reader Deny Access = iPod Deny Access [=]
Internal Floppy Drive Deny Access E’ Serial ATA Controller Deny Access E|
Local Printers Deny Access = WiFi Allow Access [=]
Windows Portable Device Deny Access = Bluetooth Deny Access =
Digital Camera Deny Access = FireWire Bus. Deny Access =]
BlackBerry Deny Access = Serial Port Deny Access =
Mobile Phones (Sony Ericsson, etc.) Deny Access = PCMCIA Device Deny Access [=]
SmartPhone (USB Sync) Deny Access = Card Reader Device (MTD) Deny Access [=]
SmartPhone (Windows CE) Deny Access E| Card Reader Device (SCSI) Deny Access E|
SmartPhone (Symbian) Deny Access = ZPP Drive Deny Access =
Webcam Deny Access =

Already existing devices
Ssave

Ready Version 4.0.0.8
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4.6. Effective Rights

This module displays the rights applied for all device types at that moment in
time for the entire system or a specific user / computer.

Welcome Super Administrator | Logout

. E:g;g(';:rOR |4 Reporting and Administration Tool English v Q)

Advanced Search

Dashboard

Show all departments

-

Endpoint Management
. Currently the system is using computer rights.
% Endpoint Rights
Device Rights Filter
User Rights
Computer Rights Select a computer EEE-PC [+]
2::; g:: ® Reset Q Apply fitter
Effective Rights
File Whitelist Results -
% Endpoint Settings
_ '\ The rights are displayed from lower to highest priority and they are in a raw form.
@ Offline Temporary Password
(E] Reports and Analysis Device Type Device Right Usipg _File Remark Defined
= Whitelist On
USB Storage Device Deny Access No Inherited from Global Policies Global
& SRR iPhone Allow Access No Inherited from Globsl Policies Globsl
Internal CD or DVD RW Deny Access No Inherited from Global Policies Global
! RiEEEy Senices iPad Deny Access No Inherited from Globel Policies Globsl
Internal Card Reader Deny Access No Inherited from Global Policies Global L4
‘ System Maintenance iPod Deny Access No Inherited from Global Policies Global
S Internal Floppy Drive Deny Access Mo Inherited from Global Policies Global
% System Configuration Serial ATA Controller Deny Access No Inherited from Globsl Policies Global
Local Printers Deny Access No Inherited from Global Policies Global
ﬂ System Parameters Windows Portable Device Deny Access No Inherited from Global Policies Global
= Bluetooth Deny Access Mo Inherited from Global Policies Global
@ Support Digital Camera Deny Access No Inherited from Global Policies Global
FireWire Bus Deny Access No Inherited from Global Policies Global
BlackBerry Deny Access No Inherited from Global Policies Global
Serial Port Nenv Access No Inheritad from Glohal Policies Glohal =

Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Ready Version 4.00.2
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4.7. File Whitelist

This module allows the super administrator to control the transfer of on ly
authorized files to previously authorized portable storage devices.

Welcome Super Administrator | Logout

- ENDPOINT | 4
° Reporting and Administration Tool English
PROTECTOR il i TN QY
Advanced Search

Dashboard File Whitelist Show all departments
@ Endpoint Management 1 e
% Endpoint Rights — c:fTempieb

Device Rights Only files selected for hashing will be saved in the Whitelist.

User Rights

Computer Rights | ¢h Refresh Upload Files

Group Rights

Global Rights Files

Effective Rights

File Whitelist Status Filename File Path File Extension Last Modified Size
% Efinokeceiting v —— = = doc 1 June 2011 16:13:25 EEST 385kB

5 I - EE——— log 2 June 2011 16:12:16 EEST 12.02 MB
ﬁ Offline Temporary Password _ _ _— - _
[ = = log 1 June 2011 10:52:25 EEST 0B
2 ———— :30:
‘g\ Reports and Analysis I — test 1 June 2011 09:30:14 EEST 8B
4files found [Check All Uncheck All ]
& System Alerts
&save

(@) noirectory Services
‘ System Maintenance
Q System Configuration
; i System Parameters
© =
Endpoint Protector Copyright 2004 - 2011 CoSoSys Ltd. All rights reserved. Ready Version 4.0.0.8

The super administrator can manage exactly what files can be copied to
removable devices, and which cannot. In order to use this feature, the

administrator must create a folder in wh ich the authorized files will be kept and
he must set this address in the fiFoldero field.
Folder c:/TempWeb

Only files selected for hashing will be saved in the Whitelist.
| ( Refresh Upload Files

After copying the required files into the previously created folder, he must simply
press the ARefresho button for a |Iist to be gene
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Finally, he mustcheck t he box next to each fil
button. The files will be hashed and will receive permission to be copied.

This feature is only available to the Super Administrator user and cannot be
modified by regular administrators.

Note!

This only works for outbound transfers. Files copied from external sources onto
client (protected) computers will still be processed using the existing system

policy.
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5. Offline Temporary

Password

5.1. Generating the Offline Temporary Password

This module allows the super administrator to generate a temporary password
for a specific device on a client user computer. It can be used when there is no
network connection between the client computer and the Server.

Note!

Once a device is temporarily authorized, any othe r rights/settings saved
afterwards for this device will not take immediate effect, until the time period is
passed and the connection with the Server is re - established.

A password is unigue for a certain device and time period. In conclusion, the
same pas sword cannot be used for a different device or for the same device
twice.

The password will give permission to the device for the specified amount of time.

The time intervals which can be selected are: 30 minutes, 1 hour, 2 hours, 4
hours, 8 hours, 1 day, 2 days, 5 days, 14 days and 30 days.
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The administrator can either search for an existing device using the search

wizard
or, in case the device is not already in the database, he can introduce the device
code communicated by the client user (explained in below paragraph).

After selecting the duration, the password will be generated by clicking
iGenerate Codeo button.



































































































































































































































































































































































































