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1.  Introduction  

Portable storage devices such as USB flash drives, digita l cameras and MP3 

players/iPods are virtually everywhere and are connected to a PC via plug and 

play within seconds.  

With virtually every PC having easily accessible USB ports, the theft of data or 

accidental loss of data is for individuals a mere childôs play.  

Data theft or infecting the companyôs network through a simple connection is 

easy and doesnôt take more than a minute. Network administrators had little 

chance to prevent this from happening or to catch the responsible user(s). This 

was the hard real ity until now.  
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1.1.  What is My Endpoint Protector ? 

My Endpoint Protector  SaaS (Endpoint Security -as-a-Service) provides device 

control and data loss prevention to customers who donôt have the time and 

resources to manage their o wn on premise endpoint securit y solution.  

My Endpoint Protector  allows individuals and companies of all sizes to manage all 

their endpoints from one centralized online console, be it Desktops, Notebooks or 

Netbooks, used in the office, at home or on the road. My Endpoint Protector  is 

eliminating the risks of data loss and data theft that are posed by portable 

devices like USB Flash Drives.  

Controlling ports and devices through a server in the cloud is the best 

solution to centrally manage one or more PCs or MACs without having to 

become  an expert in installing and managing servers.  
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1.2.  Main Features  

Your confidential sensitive data is only as safe as your endpoints are.  My 

Endpoint Protector  offers powerful features in order to control , monitor and 

enforce network and endpoint security.  

1. Centrally manage your endpoint / device use from anywhere  

2. No server setup (hardware, licenses or maintenance)  

3. Enterprise class endpoint security for every size company  

4. Manage one or hundreds of PC or MAC endpoints from one online place  

5. Every PC  user can set it up. No experienced Admin needed  

6. Setup in minutes  

7. Works with any PC or MAC that has an internet connection  

Centralized web based Device Management / Dashboard  

Network administrators have the ability to centrally manage and authorize t he 

use of devices. The My Endpoint Protector  Dashboard is designed to meet the 

needs of both management and security staff and offer access to real - time 

information, charts and reports about organization wide controlled device and 

data transfer activity. A ll in an integrated single view and web based 

Admi nistration and Reporting Tool.  

Enforcement of your Device use Policy  

Simple device management policies with customizable templates help define User 

Group permissions to allow for an efficient enforcement an d maintenance of your 

latest security policies across your network. Enforce internal device use policies 

with ease. Comply with government regulations, industry standards and IT 

governance in regard to data breach prevention and management has just 

become easier.  

Reporting and Analysis  

My Endpoint Protector  offers powerful reporting and analysis tools that lets you 

analyze all activity (e.g. devices connected, files transferred, etc) at the 

endpoint.  
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Network "Offline" Mode to Support Your Field Employees  

ñOffline Temporary Passwordò to allow limited time access to a specific device 

when the client computer is disconnected from the network.  

Protected PCs that are temporary or frequently disconnected from the network 

like laptops stay protected based on t he l ast locally saved policy.  All notifications 

are transmitted at the next network con nection.  

Enforced Encryption / TrustedDevices  

Using Enforced Encryption with TrustedDevices gives the security that all 

endpoint devices are not only authorized and control led , but also protecting 

sensitive and confidential data in transit. With the use of  EasyLock to enforce 

encryption , all data saved is encrypted while in transit.  
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1.3.  Free Version for Personal use / Commercial version  

My Endpoint Protector is available as a f ree version for personal use and as a 

commercial version.  

The Free version includes the main features to control device use and manage 

ports. It allows you to manage with your account up to 3 computers (PCs and/or 

MACs).  

The commercial version includes add itional features that are:  

Á E-Mail Alerts  

Á Offline Temporary Password  

Á Unlimited number of managed computers (PCs and/or MACs) in your 

account  

Á Extended reporting options (Graphics)  

Please choose the version best suiting your needs.  

An upgrade from the free version to the commercial version is possible. A 

downgrade from the commercial version to the free version is however not 

possible.  
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1.4.  Controlled Device Types / Ports  

My Endpoint Protector supports a wide range of device types which represent key 

sources o f security breaches. These devices can be authorized which makes it 

possible for the users to view, create or modify their content and for 

administrators to view the data transferred to and from the authorized devices.  

        

       

 

Á Removab le Storage Devices  

Á Normal USB Flash Drives, U3 and Autorun Drives, Disk on Key, etc.  

Á USB 1.1, USB 2.0, USB 3.0  

Á Wireless USB  

Á LPT/Parallel ports  

By controlling the Parallel ports of a PC using My Endpoint Protector , the 

network administrator can deny or allo w users access to storage devices 

connected to these ports.  

* APPLIES ONLY TO STORAGE DEVICES  

Á Floppy disk drives  

Access to floppy disk drives can be managed through My Endpoint 

Protector  and can be turned on/off completely.  

Á Memory Cards -  SD Cards, MMC Car ds, and Compact Flash Cards, etc.  

These devices can be enabled / disabled via My Endpoint Protector . 

Á Card Readers -  internal and external  

These devices can be enabled / disabled via My Endpoint Protector . 

Á CD/DVD -Player/Burner -  internal and external  

These  devices can be enabled / disabled via My Endpoint Protector . 

Á Digital Cameras  

These devices can be enabled / disabled via My Endpoint Protector . 

Á Smartphones / Handhelds / PDAs  

This category includes Nokia N -Series, Blackberry, and Windows CE 

compatible d evices, Windows Mobile devices, etc.  
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Á iPods / iPhones / iPads  

These devices can be enabled / disabled via My Endpoint Protector . 

Á MP3 Player / Media Player Devices  

These devices can be enabled / disabled via My Endpoint Protector . 

Á External HDDs / portable h ard disks  

These devices can be enabled / disabled via My Endpoint Protector . 

Á FireWire Devices  

These devices can be enabled / disabled via My Endpoint Protector . 

Á PCMCIA Devices  

These devices can be enabled / disabled via My Endpoint Protector . 

Á Biometric Devices  

These devices can be enabled / disabled via My Endpoint Protector . 

Á Bluetooth  

These devices can be enabled / disabled via My Endpoint Protector . 

Á Printers  

Applies to serial, USB and LTP connection methods. These devices can be 

enabled / disabled via  My Endpoint Protector . 
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1.5.  Windows and Mac OS X Client Support  

All features in My Endpoint Protector are available for Windows Clients. The 

support for Mac OS X Clients is in some ways limited, but all core security 

features are also supported for Mac OS X.  We do our best to not only have My 

Endpoint Protector as the best device control and endpoint security solution for 

Windows but also for Mac OS. Thank you for your support and understanding.  

1.6.  Conclusions  

As information theft and proprietary data leakage ar e a reality of todayôs 

business world, effectively preventing all possible security breaches is becoming 

an ultimate concern for enterprise security experts. Endpoint security comes to 

complete your existing security policies, aiming to render it full proo f.  

As new circumvention and data compromising techniques come to diminish the 

benefits of new devices and gadgets, My Endpoint Protector  secures your 

companyôs technologically enabled mobility. Thus, by easily protecting all 

exposed endpoints from inbound and outbound threats, you can enjoy enhanced 

portabilit y, efficiency and productivity.  

As it enables your employees to use devices you have already invested in and it 

protects your company from losses generated by attacks from outside and 

within, all finan cial costs entailed by implementing My Endpoint Protector , such 

as purchase, implementation and usage training expenses, are fully justified by 

the yielded return on investment.  
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2.  Cloud Server Functionality  

The functionality of the My Endpoint Protector is designed to be around several 

physical entities:  

Á Computers (PC s or MACs  with My Endpoint Protector client installed)  

Á Devices (the devices, which are currently supported by My Endpoint 

Protector. e.g.: USB devices, digital photo cameras, USB memory cards 

et c)  

Á The cloud/server side of My Endpoint Protector is the Administration and 

Reporting Tool . It is responsible for centrally managing devices, 

computers, users, groups and their behavior together  
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2.1.  Accessing My Endpoint Protector Online 

Administration and Reporting Tool  

To access the online Administration and Reporting Tool, simply open a browser 

and enter the My Endpoint address.  

https://my.endpointprotector.com   

Here you will need to enter your username an d password.  

If you have not already done so, please provide a user name and sign -up for My 

Endpoint Protector to receive your login credentials.  

2.1.1.  Sign -Up  

To create a My Endpoint Protector account, please choose a username and 

password and follow the steps in the sign -up wizard. To finish the sign -up 

process, you need to confirm your e -mail address. For this please click the 

confirmation link in the e -mail that you will receive.  

2.1.2.  Login  

To login to your My Endpoint Protector Account you need to enter your user name 

and password here https://my.endpointprotector.com  

2.1.3.  Forgot your Password  

In case you forgot your username and / or password or both, please provide 

your e -mail address that you used in the registration process after clicking 

ñForgot your password?ò. Then your password will be reset and a new password 

will be send to you.  

2.1.4.  Logout  

To Logout of your My Endpoint Protector Account simply click the Logout button 

located on the top right corner of the  Administra tion and Reporting Tool .  

https://my.endpointprotector.com/
https://my.endpointprotector.com/
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2.2.  Online Administration and Reporting Tool  

In the online / cloud based Administration and Reporting Tool you can manage  

the behavior of your protected computers and get the information regarding the ir  

device activity.  

Access to Adm inistration and Reporting Tool is rest ricted by a user/password pair  

and requires you to login . 

After log in in to My Endpoint Protector , you will see the available modules . 

Dashboard  ï Lets you view statistics of the server such as the number of clients 

and  devices currently conn ected , the  total number of  protected  computers, last 

logged action, newest added client, etc. and also provides shortcuts to the 

essential management tools.  

 

Management  ï Used for administration of Devices, Computers, Groups, and 

Client Users.  

 

This is the most important module of My Endpoint Protector . In this module the 

administrator can set up and enforce security policies by assigning specific rights 

to devices, computer s and computer  groups.  

In this module, the administrator ca n edit, manage rights and settings or even 

delete devices, computers or groups. He can also create groups and add or 

remove client users.  






























































































