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1. Introduction 

Portable storage devices such as USB flash drives, digital cameras and MP3 

players/iPods are virtually everywhere and are connected to a PC via plug and 

play within seconds.  

With virtually every PC having easily accessible USB ports, the theft of data or 

accidental loss of data is for individuals a mere child’s play. 

Data theft or infecting the company’s network through a simple connection is 

easy and doesn’t take more than a minute. Network administrators had little 

chance to prevent this from happening or to catch the responsible user(s). This 

was the hard reality until now. 

1.1. What is My Endpoint Protector? 

My Endpoint Protector SaaS (Endpoint Security-as-a-Service) provides device 

control and data loss prevention to customers who don’t have the time and 

resources to manage their on premise endpoint security solution. 

 

My Endpoint Protector allows companies of all sizes to mange all their 

endpoints from one centralized online console, be it Desktops, Notebooks or 

Netbooks, used in the office, at home or on the road. My Endpoint Protector is 

eliminating the risks of data loss and data theft that are posed by portable 

devices like USB Flash Drives. 

1.2. Main Features 

Your confidential sensitive data is only as safe as your endpoints are. My 

Endpoint Protector offers powerful features in order to control monitor and 

enforce network and endpoint security. 
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1. Centrally manage your endpoint / device use from anywhere 

2. No server setup (hardware, licenses or maintenance) 

3. Enterprise class endpoint security for every size company 

4. Manage one or hundreds of PC endpoints from one online place 

5. Every PC user can set it up. No experienced Admin needed 

6. Setup in minutes 

7. Works with any PC that has an internet connection 

Centralized web based Device Management / Dashboard 

Network administrators have the ability to centrally manage and authorize the 

use of devices. The My Endpoint Protector 2009 Dashboard is designed to 

meet the needs of both management and security staff and offer access to real-

time information, charts and reports about organization wide controlled device 

and data transfer activity. All in an integrated single view and web based 

Administration and Reporting Tool.   

Enforcement of your Device use Policy 

Simple device management policies with customizable templates help define 

User Group permissions to allow for an efficient enforcement and maintenance 

of your latest security policies across your network. Enforce internal device use 

policies with ease. Comply with government regulations, industry standards and 

IT governance in regard to data breach prevention and management has just 

become easier.   

Reporting and Analysis 

My Endpoint Protector offers powerful reporting and analysis tools that lets you 

analyze all activity (e.g. devices connected, files transferred, etc) at the 

endpoint. 
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Enforced Encryption / TrustedDevices 

Using Enforced Encryption with TrustedDevices gives the security that all 

endpoint devices are not only authorized and controlled but also protecting 

sensitive and confidential data in transit. With the use of EasyLock to enforce 

encryption all data saved is encrypted while in transit. 

1.3. Device Types 

My Endpoint Protector supports a wide range of device types which represent 

key sources of security breaches. These devices can be authorized which 

makes it possible for the users to view, create or modify their content and to 

view the data transferred to and from the authorized devices. 

·  Removable Storage Devices 

·  Normal USB Flash Drives, U3 and Autorun Drives, Disk on Key, etc. 

·  Wireless USB 

·  COM/Serial ports and LPT/Parallel ports 

By controlling the Serial and Parallel ports of a PC using My Endpoint 

Protector, the network administrator can deny or allow users access to 

storage devices connected to these ports. 

* APPLIES ONLY TO STORAGE DEVICES 

·  Floppy disk drives 

Access to floppy disk drives can be managed through My Endpoint 

Protector and can be turned on/off completely. 

·  Memory Cards - SD Cards, MMC Cards, and Compact Flash Cards, etc. 

These devices can be enabled/disabled via My Endpoint Protector. 

·  Card Readers - internal and external 

These devices can be enabled/disabled via My Endpoint Protector. 

·  CD/DVD-Player/Burner - internal and external  

These devices can be enabled/disabled via My Endpoint Protector. 
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·  Digital Cameras  

These devices can be enabled/disabled via My Endpoint Protector. 

·  Smartphones / Handhelds / PDAs  

This category includes Nokia N-Series, Blackberry, and Windows CE 

compatible devices, Windows Mobile devices, etc. 

·  iPods  

These devices can be enabled/disabled via My Endpoint Protector. 

·  MP3 Player / Media Player Devices  

These devices can be enabled/disabled via My Endpoint Protector. 

·  External HDDs / portable hard disks  

These devices can be enabled/disabled via My Endpoint Protector. 

·  Firewire Devices  

These devices can be enabled/disabled via My Endpoint Protector. 

·  PCMCIA Devices  

These devices can be enabled/disabled via My Endpoint Protector. 

·  Biometric Devices  

These devices can be enabled/disabled via My Endpoint Protector. 

·  Bluetooth 

These devices can be enabled/disabled via My Endpoint Protector. 

·  Printers 

Applies to both USB and LTP connection methods. These devices can 

be enabled/disabled via My Endpoint Protector. 

·  ExpressCard (SSD) 

These devices can be enabled/disabled via My Endpoint Protector. 

·  Balckberry Devices 

These devices cab enabled/disabled via My Endpoint Protector. 
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·  Webcams 

These devices can be enabled/disabled via My Endpoint Protector. 

1.4. Conclusions 

As information theft and proprietary data leakage are a reality of today’s 

business world, effectively preventing all possible security breaches is 

becoming an ultimate concern for enterprise security experts. Endpoint security 

comes to complete your existing security policies, aiming to render it full proof. 

As new circumvention and data compromising techniques come to diminish the 

benefits of new devices and gadgets, My Endpoint Protector secures your 

company’s technologically enabled mobility. Thus, by easily protecting all 

exposed endpoints from inbound and outbound threats, you can enjoy 

enhanced portability, efficiency and productivity.  

As it enables your employees to use devices you have already invested in and 

it protects your company from losses generated by attacks from outside and 

within, all financial costs entailed by implementing My Endpoint Protector, such 

as purchase, implementation and usage training expenses, are fully justified by 

the yielded return on investment.  
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2. Server Functionality 

The functionality of the My Endpoint Protector is designed to be around several 

physical entities: 

·  Computers (PC's with My Endpoint Protector client installed) 

·  Devices (the devices which are currently supported by My Endpoint 

Protector. e.g.: USB devices, digital photo cameras, USB memory cards 

etc) 

The server side of My Endpoint Protector has two parts working close together: 

·  Web Service – responsible of communicating with the clients and storing 

the information received from them 

·  The Administration and Reporting Tool – responsible for managing the 

existing devices, computers, users, groups and their behavior in the 

entire system 

2.1. My Endpoint Protector – Web Service 

The web service of My Endpoint Protector is responsible for communication 

between My Endpoint Protector Server and the Client computers. Starting with 

the registration of the client computers, the Web Service sends the settings and 

rights of each computer and also receives the log information from each client 

and stores that information in the database. 

The web service is started as long as the web server is running, and it is ready 

to respond to each client request. 

2.2. My Endpoint Protector – Administration and Rep orting 

Tool 

This part of the Server is designated as a tool for customizing the behavior of 

the entire system (Server and Clients) and to offer the administrator(s) (the 
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person handling this tool) the necessary information regarding the activity on 

the system. 

Access to this part of the web server is restricted by a user/password pair.  

After logging in to My Endpoint Protector, you will see the modules on which it 

is built upon. 

Dashboard  – Lets you view statistics of the server such as the number of 

clients and devices currently corrected, total number of protected computers, 

log size, last logged action, newest added client, etc. and also provides 

shortcuts to the essential management tools. 

 

Management  – Used for administration of Devices, Computers, Groups, and 

Client Users. 

 

In this module, the administrator can edit, manage rights and settings for or 

even delete devices, computers or groups. He can also create groups and add 

or remove client users. 
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Rights  – Used to determine and define rules of access. Thee subsections are 

found here Devices Rights, Computers Rights, and Group Rights. 

 

This is the most important module of My Endpoint Protector. In this module the 

administrator can set up and enforce security policies by assigning specific 

rights to devices, computers and computer groups. 

Settings  – Used for setting the behavior of computers and groups of 

computers. 

 

In this module the administrator can modify settings such as the log upload 

interval, local log size. The functionality mode (Normal, Stealth, Transparent, 

etc) can also be set from here. 

Reports and Analysis  – Designed to offer the administrator information 

regarding the past and current activity on the system (Server and Clients). It 

includes several sections such as Online Computers, User History, Statistics, 

Graphics, etc. Several information formats are available for view and export. 

 

Similar to the Dashboard, this module displays usage statistics on past and 

current activities, but with more details.  
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System Alerts  – Allows the creation of System Alerts – notifications, set up by 

administrators, which will alert them if a certain device was connected or 

accessed, a certain user performed a certain action, etc. Please see paragraph 

7 “Alerts” for more details. 

 

System Parameters  – Here you can determine the functionality of the entire 

system. This module includes sections such as Device and File Types, Events, 

System Security and more. 

 

2.3. Accessing the Administration and Reporting Too l 

To access the Administration and Reporting Tool, simply open a browser and 

enter the address My Endpoint. 

https://my.endpointprotector.com 

Here you will need to enter your username and password. 

If you have not done so already, please provide a user name and sign-up for 

My Endpoint Protector SaaS to receive your login credentials. 
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3. Management 

3.1. Devices 

In this module the administrator can manage all devices in the system. My 

Endpoint Protector has an automatic system implemented meaning that it will 

automatically add any unknown devices connected to client computers to the 

database, thus making them manageable. 

When an unknown device is connected to one of the client computers, the 

device’s parameters are stored in the system database as: device data (Vendor 

ID, Product ID, and Serial Number). The user who first used the device is stored 

as the default user of the device. This, however, can be changed anytime, later. 

 

These are the actions available to the administrator in this module: 

 

Edit , Manage Rights, Delete. 

Manage Rights is actually a shortcut to the Devices Rights module, and will be 

explained in one of the following chapters. 

The status column indicates the current rights for the devices. 

 - red means that the device is blocked in the system. 
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 - means that the device is allowed on all or some computers 

3.2. Device Functionality 

My Endpoint Protector can handle a wide variety of devices and device types 

and offers several methods of usage for each device in particular. These can be 

found by accessing the “Rights” module of My Endpoint Protector and selecting 

one of the relevant Rights tabs.  

Depending on the network policy, administrators can use the following settings: 

·  Preserve Global settings 

·  Deny access to devices 

·  Allow access to devices 

·  Enable read-only access 

·  TrustedDevice Level 1 to Level 4 

3.2.1. Give / Deny Access to Devices 

With this option the administrator can give or deny complete access to a certain 

device making it usable or obsolete for a certain group or computer. 

The administrator can configure these settings for each device individually and 

can also choose for what computer(s) and group(s) they will apply to. 

Select the device, computer or group you wish to manage rights for and click 

the + (plus) button at the bottom of the page, under “Already Existing Devices” 
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Once you do that, the Device Wizard will appear, allowing you to select the 

device(s) you wish to manage. 

 

Selecting a device will allow you to select one of the rights for that device. 

 

Click “Save” to store your changes. 

The device(s) you selected will appear in the “Already Existing Devices” 

section. 
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To add more devices, simply repeat the steps mentioned above. 

To change or delete added devices use either “Rights Wizard” or “Remove” 

action buttons. 

 

3.2.2. Enable Device Read-Only Access 

With this option the administrator can enable read-only access to devices 

preventing the deletion or alteration of data on the device(s). 

The administrator can configure each device individually and can also choose 

for what computer and group it will apply to. 

 

3.2.3. TrustedDevice Level 1 to Level 4 

This option has four levels. Selecting either one of these implies that you 

already have knowledge and understanding of how TrustedDevices™ and 

EasyLock™ work. 

Form more information please see section “How a Level 1 TrustedDevice 

Works” in this user manual. 

3.3. Computers 

This is the module responsible for managing the client computers. 
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The client computers have a registration mechanism. This self registration 

mechanism is run once after the My Endpoint Protector Client software is 

installed on a client computer. During the installation of the My Endpoint 

Protector Client you will be asked to enter your unique ID for client installation. 

This will bind the client software to your credentials and the client will then 

communicate to the server its existence in the system. The server will store the 

information regarding the client computer in the system database and it will 

assign a license to the client computer. If there are no subscriptions added to 

your profile, a demo license will be created and assigned, which will expire after 

10 days. 

 

 

 

 

 

 

 

 

 

Note! 

The self registration mechanism acts whenever a change in the computer 

licensing module is made, and also each time the application client is 

reinstalled. The owner of the computer is not saved in the process of the self 

registration. 
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The available actions here are:  

 

Edit , Manage Rights , Manage Settings  and Delete . The Manage Rights and 

Manage Settings are links to their respective modules which will be explained in 

their own chapter. 

For a better organization and manageability, a computer can be assigned as 

belonging to a Group (several computers within the same office, a group of 

computers which will have same access rights or settings). 

3.4. Groups 

This module is responsible for editing groups. Edit  it is the only command 

available from this sections. 

 

Grouping computers and client users will help the administrator to manage the 

rights, or settings for these entities in an efficient way. This can be done from 

the Group Rights and Group Settings tabs. 
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3.5. Users 

The client users are the end users who are logged on a computer on which the 

My Endpoint Protector Client software is installed. 

 

This module has a self completing mechanism: as soon as a user has some 

activity on the system and he is new in the system, he will be added to the 

system database. 

 

Actions available in this group are: Edit  and Delete . 

There are two users created by default during the installation process of My 

Endpoint Protector. 

noUser – is the user linked to all events performed while no user was logged in 

to the computer. Remote users’ names who log into the computer will not be 

logged and their events will be stored as events of noUser. Another occurrence 

of noUser events would be to have an automated script/software which 

accesses a device when no user is logged in to the specific computer. 

autorunUser – indicates that an installer has been launched by Windows from 

the specific device. It is the user attached to all events generated by the 

programs launched from the specific device when Autoplay is enabled in the 

Operating System. 
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The users can be arranged in groups for easier management at a later point.  
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4. Rights 

The modules in this area will allow the administrator to define which device can 

be used on computers, groups and which client users have access to them. 

4.1. Device Rights 

This module is built around the devices, allowing the administrator to enable or 

disable them for specific computers or groups. 

 

After selecting a computer, you select the computers and group of computers 

for which the device has specified rights.  

4.2. Computer Rights 

This module will allow administrators to specify what device types and also 

what specific device(s) can be accessible from a single or all computers. 
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4.3. Group Rights 

This module is similar to the previous one, only difference is that the rights here 

are applied to a group instead of a single computer. 

 

The administrator can use the “Edit All” action here to edit rights for all groups 

at one. 
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5. Settings 

The settings are attributes which are inherited. Settings are designed to be 

applied on computers and groups. The rule of inheritance is the following (from 

the most important to less important): 

 

Computer Settings  (settings applied to one exact computer). 

Group Settings  (settings applied on a group). 

 

The settings and the rights for computers are sent to the client computer at an 

exact interval of time, set in this section. 

Refresh Interval  (in seconds) – Represents the time interval at which the client 

will send a notification to the server with the intent to inform the server of it’s 

presence in the system. The server will respond by checking the settings and 

rights and updating them if needed, so the client can behave accordingly. 

Log Interval  (in minutes) – Represents the maximum time interval at which the 

client will send the locally stored log information to the server. This time interval 

can be smaller than the default value in case the log size is greater than the 

Local Log Size setting. 

Local Log Size  (in Mbytes) – represents the maximum size of the log which 

can be stored by the client on the client pc. If this value is reached then the 

client will send this information to the server. 

This mechanism is optimal when a client computer has a lot of activity, because 

it will send the information very quickly to the server, so the administrator can 

be informed almost instantly about the activities on that computer. 

5.1. Computer Settings 

This module will allow the administrator to edit the settings for each computer. 
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Defining custom settings for all computers is not necessary, since a computer is 

perfectly capable of functioning correctly without any manual settings defined. It 

will do this by either inheriting the settings of a group it’s in or, if not possible, 

the global settings, which are mandatory and exist in the system with default 

values. 

5.2. Group Settings 

This module will allow the administrator to edit group settings. 

 

Creating groups of Computers makes editing of settings easier and more 

convenient. 
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6. Reports and Analysis 

This module is designed to offer the administrator feedback regarding system 

functionality and information related to devices, users and computers in the 

entire system. 

 

6.1. Logs Report 

The most powerful and detailed representation of activity recordings can be 

achieved using this module. It allows the administrator to see exactly what 

actions took place at what time. This information also contains the computer 

name, user and device used and also the action taken and the files accessed. 

The granular filter included in this module is designed to make finding 

information quick and easy. 
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The administrator has the possibility of exporting either the search results or the 

entire log report as an Excel file, which can later be printed out for detailed 

analysis. 

6.2. Online Computers 

 

Offers real time* monitoring of the client computers registered on the system 

which have an established connection with the server. 
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*depends on the Refresh Interval; if the Refresh Interval for computer X is 1 

minute, than the computer X was communicating with the server in the last 1 

minute. 

The administrator has the possibility of accessing the log for a certain computer 

by pressing the “List” action button. 

 

Pressing this button will take you to the logs report where it will only display the 

actions of that specific computer for which the button was pushed. 

6.3. Online Users 

Shows a list of users that are connected to the My Endpoint Protector Server in 

real time. 
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6.4. Connected Devices 

Offers information regarding the devices connected to the computers on the 

system. 

 

The administrator can see which devices are connected to what computers and 

also the client user who is accessing them. The administrator can also use the 

action buttons “View Log” and “Manage Rights” to quickly administer the device. 
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6.5. Computer History 

This module displays a list of all computers that were once connected to the 

system.  

 

The administrator has the possibility of either exporting the log for a computer 

as an Excel document or simply view it in the Logs Report module. Both reports 

will contain all activities performed by the computer in question. 
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6.6. User History 

This module displays a list of all client users that were once connected to the 

system. 

 

Just like in the Computer History module, the administrator has the possibility of 

either exporting the log for a computer as an Excel document or simply view it 

in the Logs Report module. 
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6.7. Device History 

Same as the previous two modules, this module generates a list of all devices 

that were connected to the system. This report can be generated for each 

device. 

 

If viewed as such, the Excel report will, again, offer the complete information 

regarding the device: VID, PID, Serial nr. , where it was used, what action did it 

suffer, who changed the rights for it, etc.  



 34 

  

 

 
 

6.8. Statistics 

The Statistics module will allow you to view system activity regarding data traffic 

and device connections. The integrated filter makes generating reports easy 

and fast. Simply select the field of interest and click the “Apply filter” button. 

 

6.9. Graphics  

My Endpoint Protector let’s you visualize the traffic in your environment making 

audit trails easier and more efficient. 

 

The Graphical Reports offered by My Endpoint Protector included: 

·  Device blocking per Days 

·  General Device Blocking 

·  Device connections per Computer 
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·  Device connections per Timeline 

·  Most active Computers (PCs) 

·  Most active Users 

·  Most active Devices 

·  Number of Device Connections  

·  Transferred data in MB 

·  Transferred data by extensions 

Selecting the timeline for the graphs is done by selecting the “From” and “To” 

date of the desired date range. After selecting the date range click the “Change” 

button to update the graph. 

Besides the categorized view of data traffic, My Endpoint Protector can also 

generate a Top 10, 20 and 30 for category you are currently viewing. 
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7. System Alerts 

My Endpoint Protector 2009 allows you to set notifications (Alerts) for Devices, 

Computers, Groups and Users making monitoring them easier. An Alert will 

trigger an e-mail that will be sent to the selected administrator(s) that are 

intended to receive the alerts. You can set up alerts in the System Alerts-> 

Define System Alerts module in My Endpoint Protector. 

 

You will receive notifications of alerts on the e-mail addresses provided in you 

account description. 

Click “Create” to start creating the first alert. 
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Then select the Group, Client, Computer, Device type or Device, - depending if 

you mean a single device or all devices of a certain type-, and the event that will 

trigger the notification. 

You can also select one or more users to receive the same notification(s). This 

is useful in case there is more than one administrator for My Endpoint Protector. 

Example: if you want to be notified when a certain device is connected to a 

certain computer you must set up an alert choosing the specific device and 

computer that you wish to be notified of and selecting the “Connected” event 

from the events list. 

The “Client” and “Group” fields do not influence the triggering of the alert so 

there is no need to fill them out. Setting up a value for the “Group” field means 

that the alert will be triggered when the selected event occurs for any clients or 

computers in that group. 

If you try deleting any items (Users, Groups, Computers etc.) that have been 

used in setting up an alert, you will receive a notification, and you will not be 

able to delete them. 
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8. System Parameters 

This module of My Endpoint Protector is designed for administrators only. The 

advanced settings available here influence the functionality of the entire system. 

 

 

 

 

 

 

Note! 

Many of these parameters should be left untouched with their default valies. 

Introducing wrong values can limit the functionality and performance of the 

entire system. 
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8.1. Device Types 

Here is a list of all device types currently supported by My Endpoint Protector, 

along with a short description for all of the items. 
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8.2. Rights 

This list contains the rights which can be assigned on the system at any time.  
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8.3. Events 

This list contains the events which will be logged for further reference.  

 

 

 

Note! 

Changing this list without CoSoSys’s acknowledgement can limit system 

functionality and performance; however, such 

customizations/implementations can be performed by request by one of our 

specialists as part of our Professional Services offered to customers. 
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8.4. File Types 

This list contains common file type extensions and a description for each of 

them making them easier to recognize when creating audits. 

 

All file extensions that are new to the system will be added automatically to the 

database and will appear in the file type list. 
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8.5.  System Security / Client Uninstall Protection  

The Client Uninstall Protection feature protects the My Endpoint Protector Client 

from being uninstalled by using a password-based mechanism. The 

Administrator of the system defines this password from within the Reporting and 

Administration Tool of My Endpoint Protector. When somebody tries to uninstall 

the My Endpoint Protector Client, they will be prompted for the password. If they 

do not know the password, the Client removal cannot continue. 

This password can be set by accessing “System Parameters” – “System 

Security”, entering a password in the “Password” field and clicking on “Save”. 
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9. Downloads 

This module allows you to download the latest versions of the My Endpoint 

Protector Client Software and also allows you to download this user manual for 

Endpoint Protector. 

 

Check this section periodically for updates. 
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10. Support 

In this module you can download this user manul, contact Support if you need 

additional help, find out what’s next on our TO DO list, visit our website, and 

more. 

You can consult the FAQ database by following this link  

http://www.endpointprotector.com/en/index.php/products/How_it_Works_My_E

ndpoint_Protector# 

You can also chat with an endpoint security technician using the Live Help 

feature of My Endpoint Protector. 
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11. Modes for Users, Computers and Groups 

My Endpoint Protector features several functionality modes for users, 

computers and groups. These modes are accessible from the Settings module 

of My Endpoint Protector using the “Edit” button.  

 

You can change these at any given time.  

There are four modes from which you can choose from: 

·  Stealth Mode 

·  Transparent Mode 

·  Panic Mode 

·  Normal Mode (as it currently is running in current specification applying 

the last know policy) 

11.1. Transparent Mode 

This mode is used if you want to block all devices but you don’t want the user to 

see and know anything about My Endpoint Protector activity. 

·  no system tray icon is displayed 

·  no system tray notifications are shown 

·  everything is blocked regardless if authorized or not 

·  Administrator receives alerts (dashboard also shows alerts) for all 

activities 
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11.2. Stealth Mode 

Similar to Transparent mode, Stealth mode allows the administrator to monitor 

all of the users and computers activities and actions with all devices allowed. 

·  no is displayed 

·  no system tray notifications system tray icon are shown 

·  everything is allowed (nothing is blocked regardless of what activity) 

·  Administrator receives alerts (dashboard shows also alerts) for all 

activities 

11.3. Panic Mode 

If Stealth Mode and Transparent Mode are set manually, Panic Mode will be set 

automatically by the system, when it considers it necessary. 

·  system tray icon is displayed 

·  notifications are displayed 

·  everything is blocked regardless if authorized or not 

·  Administrator receives alert (dashboard also shows alerts) when PCs are 

going in and out of Panic mode 

11.4. Working with logs and reports 

My Endpoint Protector creates a device activity log in which it records actions 

from all clients and devices connected along with all administrative actions such 

as device authorizations, giving a history for Devices, Computers and Users for 

future audits and detailed analysis. 

Logs Report - The most powerful and detailed representation of activity 

recording can be achieved using this module. This allows the administrator to 
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see exactly which device, computer a user used on a specific time interval. 

There is a special filter designed to make it easier to find this information. 

Online Users – Online users are end users who have logged on to a client 

computer.  

Online Computers – Online Computers are client computers which have been 

set up to communicate with the My Endpoint Protector server by installing the 

My Endpoint Protector Client. Here you can see a list of computers which are 

currently powered on and you can view the actions they have taken. 

Connected Devices – Connected Devices are devices which are currently 

plugged-in to one of the (online) client computers. Here again you have the 

possibility to view an activity log, this time, of the device. 

User History – This module records all of the users (clients) that have been 

registered via the My Endpoint Protector Client in the My Endpoint Protector 

Server. You can also find more information on the client users, such as first 

name, last name, phone number, e-mail(s) and the actions they have taken. 

Device History – Here you will find a history of recorded devices and actions. 

These are sorted by device type, device name, owner, description, TD 

(TrustedDevices), vendor and product ID (VID, PID), serial number and last 

known time of connection. You can export the history for each device 

separately in an Excel format.  

Computer History – contains a list with all registered computers (clients). These 

are sorted by computer name, domain, workgroup, IP, computer group, 

computer location and last know time of connectivity (last time online). You can 

export the history for each computer separately in an Excel format. 

Statistics – The statistics module can generate reports on registered computers, 

devices and users based on traffic, connections or overall activity. You can set 

a period for this report (last wee, month or year). 
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11.5. Finding users, devices, computers and groups 

11.5.1. Search 

My Endpoint Protector’s search feature let’s you easily find what you’re looking 

for, whether it’s a newly added device, user or a previously created computer or 

group. 

To use the advanced search feature of My Endpoint Protector, log in and 

access the “Dashboard” module, then the “Search” module. 

Now you can choose to search for computers, devices, users or groups. My 

Endpoint Protector also lets you choose the number of results you see on each 

page.  

 

If you are not sure what you are looking for, you may browse through all 

computers, devices, users and groups just below the “Search” button, in the 

same window. 
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For easier navigation, these items can be sorted by Type (device, user, 

computer and group), name, description, and actions. 
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12. Enforced Encryption with TrustedDevices 

Damage control 

Protecting Data in Transit is essential to ensure no third party has access to 

data in case a device is lost or stolen. The Enforced Encryption solution gives 

administrators the possibility to protect confidential data on portable devices in 

case of loss or theft. If a TrustedDevice fails to get authorization from the My 

Endpoint Protector server it will not be usable. 

How does it work? 

Enforcing Encryption can be done by utilizing TrustedDevices. TrustedDevices 

must receive authorization from the My Endpoint Protector server, otherwise 

they will be unusable.  

There are four levels of security for TrustedDevices:  

·  Level 1 - Minimum security for office and personal use with a focus on 

software based encryption for data security. Offers companies already 

regulatory compliance. 

Any USB Flash Drive and most other portable storage devices can be 

turned into a TrustedDevice Level 1 with EasyLock Software from 

CoSoSys. 

No hardware upgrade is required. 

·  Level 2 - Medium security level with biometric data protection or 

advances software based data encryption. 

Requires special hardware that includes security software and that has 

been tested for TrustedDevice Level 2. 

Hardware is widely available in retail stores. 

·  Level 3 - High security level with strong hardware based encryption that 

is mandatory for sensitive enterprise data protection for regulatory 

compliance such as SOX, HIPAA, GBLA, PIPED, Basel II, DPA, or PCI 

95/46/EC. 
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Requires special hardware that includes advanced security software and 

hardware based encryption and that has been tested for TrustedDevice 

Level 3. 

·  Level 4 - Maximum security for military, government and even secret 

agent use. Level 4 TrustedDevices include strong hardware based 

encryption for data protection and are independently certified (e.g. FIPS 

140). These devices have successfully undergone rigorous testing for 

software and hardware.  

Requires special hardware that is available primarily through security 

focused resellers. 

12.1. How a Level 1 TrustedDevice Works 

User connects Device to My Endpoint Protector protected Client PC. Device is 

blocked by My Endpoint Protector (default action). 

Device is checked for authorization. 

If device is an authorized TrustedDevice Level 1, the EasyLock software on 

Device will automatically open. 

User can transfer files via Drag & Drop in EasyLock from the PC to the 

TrustedDevice. 

Data transferred to devices is encrypted via 256bit AES. 

User cannot access the device using Windows Explorer or similar applications  

(e.g. Total Commander). 

User does not have the possibility to copy data in unencrypted state to the 

TrustedDevice. 

“TrustedDevice” implies that the devices offer a safe, risk-free environment to 

transfer sensitive data. 
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Administrator can audit what user, with what device, on what PC, has 

transferred what files. 

12.2. EasyLock Software for TrustedDevices Level 1 

EasyLock allows portable devices to be identified as TrustedDevices and 

protects data on the device with government-approved 256bit AES CBC-mode 

encryption. With the intuitive Drag & Drop interface, files can be quickly copied 

to and from the device. 

To install EasyLock on an USB Flash drive one has to copy the file 

"EasyLock.exe" to the root folder of a partition associated with that device. 

Managing TrustedDevices from EPP server console 

Access to TrustedDevices can be configured from the Global Rights module of 

My Endpoint Protector 2009, under Rights tab. 

Access the drop-down box next to USB Storage Device and select the desired 

level of TrustedDevices you wish to grant access to. 
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13. My Endpoint Protector Client  

The My Endpoint Protector Client is the application which once installed on the 

client Computers (PC’s), communicates with the My Endpoint Protector server 

and blocks or allows devices to function, as well as sends out notifications in 

case of unauthorized access. 

13.1. My Endpoint Protector Client Security 

The My Endpoint Protector Client has a built in security system which makes 

stopping the service nearly impossible. 

This mechanism has been implemented to prevent the circumvention of security 

measures enforced by the network administrator. 

13.2. Client Notifications (Notifier) 

The My Endpoint Protector Client, depending in the mode it is currently running 

on, will display a notification from the taskbar icon when an unauthorized device 

is connected to the system. Not only does it log any attempts to forcefully 

access to system, it can also trigger the system’s Panic mode.  

 

13.3. Offline Functionality for My Endpoint Protect or Client  

Depending on the global settings the My Endpoint Protector Client will store a 

local event history that will be submitted and synchronized with the My Endpoint 

Protector Server upon next connection to the network. 
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13.4. DHCP / Manual IP address 

My Endpoint Protector Client automatically recognizes changes in the network’s 

configuration and updates settings accordingly, meaning that you can keep your 

laptop protected at the office (DHCP) and at home(Manual IP address) too, 

without having to reinstall the client or modify any changes.  

13.5. Client Removal 

The My Endpoint Protector Client cannot be uninstalled without specifying the 

password set by the administrator(s) in the Reporting and Administration Tool. 

To use this password-protect feature, please consult the paragraph “System 

Security/Client Uninstall Protection”. 

The password sent by the My Endpoint Protector Server is hashed and stored 

in the registry. If it is deleted, the uninstall process will instantly stop. Tempering 

with the registry value of the hash will lead to an irremovable client. 
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14. Terms and Definitions 

Here you can find a list of terms and definitions that are encountered throughout 

the user manual. 

14.1. Server Related 

Computers – refers to PC’s, workstations, thin clients, notebooks which have 

My Endpoint Protector Client installed.  

File Tracing - this feature will track all data that was copied to and from prior 

authorized portable storage devices.  

File Shadowing – this feature saves a copy of all, even deleted files that were 

used in connection with controlled devices on a network storage server.  

Devices – refers to a list of known portable storage devices, ranging from USB 

storage devices to digital cameras, LTP, COM, Serial port storage devices and 

biometric devices.  

Groups – can be groups of devices, users or computers. Grouping any of these 

items will significantly help the server administrators to easily manage rights 

and settings for them.  

14.2. Client Related 

Endpoint – can be a Personal Computer, a Workstation you use at the office or 

a Notebook. An endpoint can call and be called. It generates and terminates the 

information stream.  

TrustedDevices – portable storage devices that carry a seal of approval from 

the My Endpoint Protector Server and can be utilized according to their level (1-

4). For more information please see “Enforced Encryption with TrustedDevices” 

section.  

Client - refers to the client user who is logged in on a computer and who 

facilitates the transaction of data. 
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Rights – applies to computers, devices, groups, users and global rights; it 

stands for privileges that any of these items may or may not possess. 

Online computers – refers to PC’s, Workstations and/or Notebooks which have 

My Endpoint Protector Client installed and are currently running and are 

connected to the My Endpoint Protector server.  

Connected devices – are devices which are connected to online computers. 

Events – are a list of actions that hold major significance in My Endpoint 

Protector. There are currently 17 events that are monitored by My Endpoint 

Protector: 

·  Connected – the action of connecting a device to a computer running 

My Endpoint Protector Client. 

·  Disconnected – the action of (safely) removing a device from a 

computer running My Endpoint Protector Client. 

·  Enabled – refers to devices; the action of allowing a device access on 

the specified computer(s), group(s) or under the specified user(s) 

·  Disabled – refers to devices; the action of removing all rights from the 

device, making it inaccessible and therefore unusable. 

·  File read - a file located on a portable device was opened by a user or 

the file was automatically opened if the portable device was autorun by 

the operating system 

·  File write – a file was copied onto a portable devices 

·  File read-write – a file located on a portable device was opened and 

edited; changes were saved to the file. 

·  File renamed – a file located on a portable device has been renamed 

·  File delete – a file located on a portable device has been deleted 
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·  Device TD – means that a device is registered as a TrustedDevice and 

has access to files accordingly 

·  Device not TD – means that a device is not trusted and does not have 

automatic access to files 

·  Delete – refers to computers, users, groups, alerts and devices; the 

action of removing any of these items from the list 

·  Enable read-only – refers to devices; the action of allowing access to 

devices but disabling the ability to write on them. User(s) can copy files 

from device(s) but cannot write anything onto the device. 

·  Enable if TD Level 1-4 - refers to TrustedDevices; grants the device 

access if the device is a level one, two, three or four TrustedDevice. 
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15. Important Notice / Disclaimer 

Security safeguards, by their nature, are capable of circumvention. CoSoSys 

cannot, and does not, guarantee that data or devices will not be accessed by 

unauthorized persons, and CoSoSys disclaims any warranties to that effect to 

the fullest extent permitted by law. 
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